On the Grid
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Lessons Learned from Grid Deployment

In a previous column (“So You Want
to Set Up a Grid,” February 2004),
Jennifer Schopf and Keith Jackson
discussed the general steps for build-
ing a Grid. Over the past two years,
several very large Grid deployment
activities have been completed, in-
cluding Grids [See this month’s fea-
ture — Ed.], TeraGrid, and NEESgrid.
These activities highlighted challeng-
es that arise when deploying Grid
applications and produced a number
of methods and tools for overcoming
those challenges. This month, we’ll
focus on four of these challenges and
point to some of the solutions identi-
fied by these projects.

The National Science Foundation
has supported work to identify and
solve challenges in deploying Grid
systems and applications (which they
call “cyberinfrastructure”). The NSF
Middleware Initiative (NMI) program
sponsors a team of leading Grid tech-
nology institutions called the GRIDS
Center to research, integrate, develop,
and support Grid technologies so that
future Grid projects have an easier
time deploying systems and applica-
tions. Several authors of this column
are GRIDS Center team members —
including myself.

Before we dive into the four les-
sons and the associated tools and
methods, it’s important to recog-
nize that two types of Grids exist
in the modern vernacular. Enter-
prise Grids are systems and applica-
tions within a single organization
that are intended to improve the
efficiency of the organization’s use
of IT resources. Inter-organizational
Grids are systems and applications
that span more than one organiza-
tion and are intended to facilitate
cooperation and resource sharing
among those organizations. Lessons

1 and 2 apply to both types. Lessons
3 and 4 apply mainly to inter-orga-
nizational Grids.

Lesson 1: Grid Deployment
is a Software Integration
Exercise

In the February column, Schopf and
Jackson discussed several of the in-
tegration issues needed to build a
working Grid: identifying a common
software stack, defining and imple-
menting a security infrastructure, de-
fining and testing Grid functionality.
Like any other system or application,
a Grid has functional requirements:
capabilities needed to support busi-
ness or operational processes. To de-
liver those capabilities, application or
system developers must:

1 review existing Grid components,
such as the components in the
Globus Toolkit,

2 identify the components needed
to meet the system requirements,

3 develop any missing pieces, and

a integrate the components into a
single application or system.

The GRIDS Center has begun devel-
oping an inventory of existing Grid
components. This inventory is called
the “Grid Ecosystem,” referring to
the ecological concept of interrelat-
ed species. The Grid Ecosystem is a
checklist that Grid application devel-
opers can use to ensure that they are
not reinventing an existing compo-
nent or missing an opportunity for
cost savings. Many of these compo-
nents are included in the NSF-spon-
sored NMI software suite, which
means that the NMI program helps
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to maintain the software, ensure
that it works well with other NMI
components, provide technical sup-
port for the software, and provide
downloadable distributions of the
software. Other components are not
yet part of the NMI suite.

Because the Grid Ecosystem in-
cludes so many components and be-
cause the cost of integration is sig-
nificant, the GRIDS Center is also
forming a list of “integrated solu-
tions,” or combinations of compo-
nents that have been integrated by
recent deployment projects to provide
specific capabilities. This list current-
ly includes the PURSE (Portal-based
User Registration System) system
for user registration and credential
management, the LDR (Lightweight
Data Replication) system for manag-
ing replicated data to optimize access
time, and a system for monitoring
operational system components to
ensure that failures are detected and
responded to rapidly.

Both the GRIDS Center and the
Globus Alliance (www.globus.org) of-
fer consultation services for Grid
deployment projects in science and
engineering, and several commer-
cial organizations (e.g., IBM, HP,
Sun, Oracle, Platform) offer consul-
tation services for businesses con-
templating Grid deployments. This
consultation typically involves re-
viewing the project’s requirements,
identifying relevant existing com-
ponents, and planning the develop-
ment and integration activity.

Lesson 2: Multiplatform
Supportis a Big Deal

The TeraGrid and NEESgrid deploy-
ment activities were, for the most
part, uniplatform deployments, re-
quiring participants to use a single
agreed-on platform. Grid3 allowed
a small number of platforms, all of
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them Unix-based. The next phase of
the TeraGrid project requires sup-
porting several additional platforms,
and NEESgrid will most likely need
additional platform support as in-
ternational and industrial collabo-
rations are formed. Because Grid
systems and applications are typi-
cally formed by integrating several
components from different sources
(see Lesson 1), ensuring that all of
the components work properly, both
individually and collectively, on mul-
tiple platforms is a challenge.

In another recent column (“Test-
ing in a Grid Environment,” June
2004), GRIDS Center team mem-
ber Charles Bacon described steps
for establishing a testing infra-
structure for Grid software. When
multiple platforms are added to the
mix, the complexity of the problem
grows quickly, and many deploy-
ment projects are overwhelmed by
the need not only to fix platform
compatibility issues but also to con-
duct the testing required to identify
the issues in the first place.

The GRIDS Center is respond-
ing to this challenge by operating a
software “build and test” facility at
the University of Wisconsin-Madi-
son. This facility includes a heteroge-
neous pool of systems running many
different platforms and a scheduler
for automatically building software
components and integrated systems
and running associated test suites
on the software. Deployment proj-
ects can supply their software stack
and a set of tests, and the build and
test facility will automatically sched-
ule the software builds and test runs
on a variety of platforms, reporting
the results to the deployment team.
The facility can automatically check
out software from online reposito-
ries, allowing deployment teams to
fix problems and then quickly retest
the software without generating a
new distribution for the test facility.

Because not everyone is com-

fortable with relying on an exter-
nal testing facility, and because the
UWM facility does not plan to in-
crease its capacity forever as new
deployment projects request its
help, it is the intent of the GRIDS
Center to make the software that
operates the build and test facility
available to the public. When this
happens, companies and other orga-
nizations will be able to build their
own build and test facilities without
having to start from scratch.

Lesson 3: Consistent
Installations are Hard

to Coordinate

Enterprise Grids sometimes have the
luxury of a single deployment team
with a unified management struc-
ture. Inter-organizational Grids do
not have this luxury, and they must
contend with the reality that differ-
ent groups, more often than not, do
the same things in different ways.

In the February column, Schopf

and Jackson pointed out the critical
role that a common software stack
plays in ensuring that all sites with-
in a Grid use the same software. Of
course, one can install and configure
the same software in different ways,
so the stack must define not only the
software to be installed but also the
installation methods and the config-
uration settings needed to keep the
Grid working.

One way to overcome this chal-
lenge is to reduce the installation
problem to its simplest form and
minimize the number of choices that
can be made at installation time. The
Rocks Cluster Distribution is a soft-
ware suite for clusters developed at
the San Diego Supercomputer Center.
The suite is currently used to man-
age more than 250 clusters around
the world, totaling more than 17,000
CPUs. The Rocks base distribution
(abootable CD-ROM) includes basic
operating system and cluster man-
agement tools, but additional “Rolls”
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(CDs) provide specialized software
for typical cluster uses (visualization,
compute farms, storage farms, etc.)
and even a few Grid applications. For
example, the BIRN (Biomedical In-
formatics Research Network) system
uses Rocks as its distribution mecha-
nism, and all BIRN clusters are built
by installing the Rocks base distri-
bution and then applying Grid and
BIRN-specific “Rolls.” Updates to the
software require that a new CD-ROM
be distributed and each cluster re-
loaded from the CD. By greatly reduc-
ing the complexity of system admin-
istration, BIRN administrators are
assured that their clusters will meet
the minimum requirements for par-
ticipation in the BIRN system.

The Grid3 deployment activ-
ity takes a different approach, us-
ing a tool called PACMAN (PACkage
MANager) to simply the installation
and configuration process. Grid3
system architects install the Grid3
software on a number of centralized
systems, known as “caches.” These
caches include both the software and
the configuration settings needed to
ensure a consistent installation. Lo-
cal system administrators use the
PACMAN client to connect to a cache
and automatically download, install,
and configure the Grid3 software.
When systemwide updates are need-
ed, the caches are updated and local
systems automatically update from
the caches. This method leaves ba-
sic cluster maintenance to the local
system administrators while at the
same time offering them an easy way
to install and configure the required
Grid3 software.

Lesson 4: Service Level
Agreements are Good;
Enforcing Them is Better

A service level agreement (SLA) is a
definition of the services that a spe-
cific system will provide. An SLA for
a Web hosting service, for example,
might specify the availability of a
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Web server, an email server, an ad-
ministration service, a status moni-
toring service, and a usage monitor-
ing and logging service. Failure to
provide any of these services may be
viewed as a breach of contract on the
part of the hosting service. The NEES-
grid system defined an informal SLA
that required certain services to be
provided by every site participating
in the NEES collaboration. Grid3 and
TeraGrid each defined more formal
SLAs that each site had to conform to
or else suffer sanctions from partner
institutions or funders.

While it is important to define
SLAs for the systems that make up
a Grid system, it is even more im-
portant to have mechanisms that
test compliance with the SLA and
also monitor and record compliance
over time.

The TeraGrid project developed
an SLA monitoring system called
Inca, which is freely available for
use in other Grid deployment proj-
ects. Inca has enabled the TeraGrid
deployment teams to measure their
sites against a predefined SLA and
to demonstrate compliance at speci-
fied levels over time. The TeraGrid
SLA covers issues such as software
packages that must be installed and
configured in certain ways, services
that must be running on predefined
ports, accounts that must be created,
environment variables that must
be set, and directories and files that
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FIGURE ONE Example of the Inca monitoring system

must be present on the system. Inca
comprises a test script interface that
defines how a test script is invoked
and how it reports success or failure,
a harness for running tests automat-
ically, and a hierarchical reporting
system for collecting test reports and
producing aggregate reports at mul-
tiple levels of detail. The terms of the
SLA are defined by the specific tests
that Inca is configured to run. An
archive service logs the test results
as time passes. The result is a set of
Web-accessible reports that shows,
at a glance, which elements of a Grid

www.ivdgl.org/grid3

www.nees.org

www.teragrid.org
www.grids-center.org
www.grids-center.org/ecosystem
www.grids-center.org/solutions/purse
www.grids-enter.org/services/buildtest
physics.bu.edu/~youssef/pacman
www.rocksclusters.org
tech.teragrid.org/inca

are operating in compliance with an
SLA and which elements are not.
Tools like Inca, PACMAN, and
Rocks are proving to be key elements
in successful deployments of Grid ap-
plications and systems. Though each
new production deployment rais-
es new issues, work done in earlier
projects, and clearinghouses like the
GRIDS Center, are helping new teams
to avoid the pitfalls of the past.
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