New Globus Features
for Campuses

Steve Tuecke

The University of Chicago g




€'> Globus SaaS: Research data lifecycle

Compute Facility

Instrument =

Globus transfers files "*\‘4""'"# £ |

reliably, securely ";ﬂj i o (4 Globusi COEtroI?J
: | access to share ’

2 - files on existing Q ;

storage; no need
to move files to Curator reviews and
cloud storage! 7 ) approves: data set
published on campus
or other system

3

. Researcher '
Researcher initiates selects files to \> ﬂ b

transfer request; or share, selects Researcher §5
requested JUBIEticel) user or group, assembles data set; - ‘
by script, science and sets access describes it using CO"”QC‘ ..
gateway permissions metadata (Dublin Publication

_ core and domain- Repository
Collaborator logs in to ( 5 SpeCIfIC)

o On|y a Web browser Globus and accesses
shared files; no local [ Publish ’ 6

requ ired account required;
download via Globus ¢'

« Use storage system Peers, collaborators l
search and discover

of your choice <’ — onne datasets; transferand f=
) O I ‘Rae share using Globus 2" | -
- Access using your 6}1}\ : ° o *

: , Al
campus credentials Personal Computer [ Discover ] L)
2




£ Globus by the numbers
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£ No Globus usernames required!

Globus users no longer require a Globus
username & password

— Old Globus usernames moved to separate,
optional “Globus ID” identity provider

Any identity recognized by Globus is nhow
sufficient to access Globus

Globus Account is a primary identity plus
a set of linked identities

— Verified email address can be a linked identity
Sharing & groups use any identity




g’b‘ Adding your campus identity provider
to Globus

* InCommon identity providers that
release research & scholarship
attributes to ClLogon (free)

* OpenlID Connect identity provider
supported by Globus Auth (subscription)




£ Demo new features

Logging into Globus with any identity
Endpoint search

Bookmarks

Sharing with any identity

Group membership with any identity

Management Console




Data Publication and
Discovery




£ Globus data publication framework
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£ Raw NGS output

Minimal metadata...

« Source environment
* Instrument, timestamp,...

* Unique ID

High durability,
low cost store

No curation |dentify...
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£ Analysis results

Optional metadata...

* “Implicit” metadata
* Description through
organization

Widely accessible stores
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£ Peer reviewed paper data
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£ Demo

 Publication

* Discovery




g,b HTTPS Access to Endpoints

(coming soon)

 Enhanced use of research storage:
— asynchronous, bulk transfer via GridFTP
— (soon) synchronous remote access via HTTPS

 Enhanced Globus web app
— Browser-based upload/download
— Inline file viewer

* Integration with clients and web apps




- Cloud has transformed how platforms
and software are delivered

Software as a service: Saas
(web & mobile apps) -
NETFLIX

Platform as a service: PaaS

amazon i#% force

Infrastructure as a service: laaS
amazon [ EC 2

amazon | S 3
PaaS enables more rapid, cheap, and
scalable delivery of powerful apps—as SaaS




& A science CI platform can spur
creation of a science Cl| ecosystem

Software as a service: SaasS
(web and mobile apps) e
N P

Platform as a service: PaaS

amazon i#% force

Infrastructure as a service: laaS
amazon [EC2

amazon | S 3
In so doing, we can slash costs, improve quality, and
accelerate discovery across the sciences




& A science CI platform can spur
creation of a science Cl| ecosystem

Software as a service: SaaS
(web and mobile apps)
NETFLIX

Platform as a service: PaaS
amazon

Infrastructure as a service: laaS
amazon [EC2

amazon |S 3
In so doing, we can slash costs, improve quality, and
accelerate discovery across the sciences




£ Globus PaaS: Ecosystem enabler

- " Data Publication & Discovery
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£ Globus PaaS at NCAR
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£ Globus Auth

 Foundational identity and access
management (IAM) platform service

 Brokers authentication and authorization
interactions between:

— end-users

— identity providers: XSEDE, InCommon, web apps
— resource servers: services with REST APls

— clients: web, mobile, desktop, command line apps

— resource servers acting as clients to other
resource servers




£ Based on widely used web standards

e OAuth 2.0 Authorization Framework
— Globus Auth is an OAuth2 authorization server

 OpenID Connect Core 1.0
— Globus Auth is an OIDC claims provider

 Allows use of standard OAuth2 and OIDC
libraries

— E.g., Google OAuth Client Libraries (Java,
Python, etc.), Apache mod auth_openidc




£ Research data portal
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£ Research data portal
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Move portal storage into Science DMZ, with Globus endpoint
— High performance, managed storage

Science DMZ

Leave Portal Web server behind firewall
Globus handles the data heavy lifting
Globus Auth handles the security glue




€™ HTTPS to endpoints (coming soon)

Science DMZ

Globus Connect Server will soon allow HTTPS access to endpoint
storage

Your web application can directly link to files on the Portal Endpoint

Globus Auth and Transfer mediated security
— Restrict HTTPS access to files by particular users and groups




€™ Other resource servers
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£ XSEDE services integration

' e
(1) id_token, (3) access_token,
access tokens

e OAuth2 Authorization Code Grant with Globus Auth

— Scoprofile urn:globus:auth:scope:transfer.api.globus.org:all
urn:globus:auth:scope:api.xsede.org:all

— Globus Auth returns OIDC id_token & OAuth2 access tokens to clpes: openid email ient

e Globus Auth returns different access tokens for different resource servers

« Web App Server calls each resource server with appropriate access token

26




£ Add your own resource servers

(1) id_token,
access tokens

(3) Verify
access_token; (2) access_token,

e OAuth2 Authorization Code Grant with Globus Auth

— Scopes: openid email profile urn:globus:auth:scope:transfer.api.globus.org:all
urn:globus:auth:scope:api.xsede.org:all urn:globus:auth:scope:api.example.com:all

— Globus Auth returns OIDC id_token & OAuth2 access tokens to client

« Resource Server must register with Globus Auth
— Resource server policy can require identity from a particular identity provider




£ Dependent resource servers

- (1) id_token, (2) access_token, (4) Dependent

access tokens access_token,

- (3) Get dependent -

access tokens
for access_token,

OAuth2 Dependent Token Grant with Globus Auth
— Scopes: openid email profile urn:globus:auth:scope:api.example.com:all

Resource Server registers its Globus Transfer dependency with Globus Auth
Resource Server uses request access token to get dependent access tokens

Resource Server uses dependent access token to call Globus Transfer




£ Mobile applications

* Globus Auth will be adding support for
mobile apps

— “Log in with Globus™ in mobile apps

o RFC 7636: Extension to OAuth2 to allow OAuth2
Authorization Code Grant to work from mobile

apps
— Mobile apps can call any resource server
REST APIls that use Globus Auth

—10S and Android




£ An extensible platform for Cl

Apps

Domain-independent and domain-specific services

{ Foundation services: Globus Auth, Groups, etc. }

* Globus provides foundation and other services

« Community can extend to meet domain-specific
and domain-independent needs




globusworld
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APRIL 20-22

Developer Workshop: Building
the Modern Research Data
Portal

New high-speed networks make it possible, in principle, to transfer and share
research data at tremendous speeds and scales—but have also proved
challenging to use in practice. Two new technologies now allow us to translate
this potential into reality: Science DMZ architectures provide frictionless end-
to-end network paths; and Globus APIs allow programmers top==sstamamumantl
research data portals that leverage these paths for data distribt ILzsrsdT‘:;t'on Concepts, and Components MPERIAL 2
synchronization, and other useful purposes.

We will introduce the Modern Research Data Portal and set the context
for how Globus and the ScienceDMZ combine to deliver unique data
management capabilities. This will include:

o Overview of use cases: Common patterns like data
publication/distribution, orchestration of data flows, etc.

| | | |
CO I I l e to C h I Ca g O I n o Overview of the Globus platform: Architecture and brief overview of

available services

|}
A rl I to I e a r n m O re ' « Introduction to the Globus Auth API: Authenticating and authorizing
p ] a client

o Introduction to the Globus Transfer API: Make your first call and
move data with Globus

o Introduction to the Python SDK for using Globus Auth and Transfer




£ Globus Provider Subscriptions

 Globus Provider Plan [
— Shared endpoints

Data publication

Amazon S3 endpoints

Management console

Usage reporting

Priority support

Application integration

« Branded Web Site

« Alternate Identity Provider (InCommon is standard)
 Mass Storage System optimization
globus.org/provider-plans




£ Summary

* Globus SaaS continues to improve its
capabilities for researchers and campus
research computing centers

* Globus PaaS opens new opportunities for
developers creating web and mobile
applications for researchers
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