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Chapter 1. Introduction

This guide is the starting point for everyone who wants to install Globus Toolkit 4.0. It will take you through a basic
installation that installs Java WS Core and the following Base Services. a security infrastructure (GSl), GridFTP,
Execution Services (GRAM), and Information Services (MD$4).

Thisguide is also available as a PDF [admin.pdf]. However, each component includes online reference material,
which this guide sometimes links to. The master list of documentation is here
[http://Iwww-unix.globus.org/toolkit/docs/4.0/toc_all.html].



http://www-unix.globus.org/toolkit/docs/4.0/toc_all.html

Chapter 2. Before you begin

Before you start installing the Globus Toolkit 4.0, there are a few things you should consider. The toolkit contains
many subcomponents, and you may only be interested in some of them.

There are non-webservices implementations of Security, GridFTP, Resource Management (GRAM), Replica Loca
tion Service, and Information Services (MDS2). These all run on Unix platforms only.

Additionally, there are WSRF implementations of Security, Resource Management (GRAM), Reliable File Transfer
(RFT), and Information Services (Index). All the Java clients to these services run on both Windows and Unix. The
WSRF GRAM service requiresinfrastructure that only runs on Unix systems.

Therefore, if you are new to the toolkit and want to experiment with all of the components, you may want to use a
Unix system. If you are interested in the Windows development, you may restrict yourself to the Java-based soft-
ware.




Chapter 3. Software Prerequisites

Required software

» Globus Toolkit installer, from Globus Toolkit 4.0 download page
[http:/Avww.globus.org/tool kit/downl oads/4.0.0/]

e J2SE 1.4.2+ SDK from Sun [http://java.sun.com/j2se], IBM [http://www.ibm.com/devel operworks/javaljdk] or
BEA [http://www.bea.com/framework.jsp?CN T=index.htmé& FP=/content/products/jrockit] (do not use GCJ
[http://gce.gnu.org/javall).

e Ant 1.5.1+ [http://jakarta.apache.org/ant]. Do not use the ant distributed with Fedora Core 2.

e Ccompiler. If gec [http://gce.gnu.org], avoid version 3.2. 3.2.1 and 2.95.x are okay.

e GNU tar [http://www.gnu.org/software/tar/tar.html]

*  GNU sed [http://www.gnu.org/software/sed/sed.html]

e Zlib 1.1.4+ [http://www.gzip.org/zlib/]

*  GNU Make [http://www.gnu.org/software/make/]

e sudo [http://www.courtesan.com/sudo/]

» JDBC compliant database. For instance, postgres [http://www.postgresql.org] 7.1+

e gpt-3.2autotool s2004 (shipped with the installers, but required if building standalone GPT bundles/packages)

Optional software

* |ODBC [http://www.iodbc.org/] (compile requirement for RLS)

e Tomcat [http://jakarta.apache.org/tomcat/] (runtime requirement for WebMDS)

Platform Notes

In this section, the word "flavor" refers to a combination of compiler type (gcc or other), 32 or 64 bit libraries, and
debugging enabled or not.

Apple MacOS X
Binaries not available due to GPT bug 258 [http://bugzilla.ncsa.uiuc.edu/show_bug.cgi 7d=258].

Debian
Some kernel/libc combinations trigger a threading problem. See bug #2194

[http://bugzilla.globus.org/globus/show_bug.cgi?7id=2194]. The workaround isto set
LD _ASSUME_KERNEL=2.2.5in your environment.

Fedora Core



http://www.globus.org/toolkit/downloads/4.0.0/
http://java.sun.com/j2se
http://www.ibm.com/developerworks/java/jdk
http://www.bea.com/framework.jsp?CNT=index.htm&FP=/content/products/jrockit
http://gcc.gnu.org/java/
http://jakarta.apache.org/ant
http://gcc.gnu.org
http://www.gnu.org/software/tar/tar.html
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http://bugzilla.globus.org/globus/show_bug.cgi?id=2194
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Fedora Core 2 and later ship with a broken ant. Install your own ant from http://ant.apache.org
[http://ant.apache.org/] and either remove the ant RPM or edit /etc/ant.conf, setting ANT_HOME to your own ant
installation.

FreeBSD

No known issues.

HP/UX

Specify --with-flavor=vendorcc32 on the configure line. GNU tar, GNU sed, and GNU make are required on the
PATH.

Tested on a PA-RISC box with HPUX 11.11 with IPv6 patches.

» HP Ansi-C compiler, version B.11.11.12
+ Javal42 06

* Apache Ant 1.6.2

For HP-UX on IA64, see the patches in bug 3234 [http://bugzilla.globus.org/bugzilla/show_bug.cgi 7id=3234]

IBM AIX

Supported flavors are vendorcc32dbg/vendorcc32 and vendorcc64dbg/vendorcc64 using the Visual Age compilers
(xIc). No gec flavors are supported. Specify aflavor using --with-flavor=f | avor .

GNU sed, tar, and make are required before the IBM onesin the PATH.

The toolkit has been tested on Al X 5.2 with:

Visual Age C/C++ 6.0

32 bit version of IBM Java 1.4

Apache Ant 1.5.4

Red Hat

No known issues.

Sun Solaris
Supported flavors are gcc32, gee64, vendorce32 and vendorcc64. The dbg flavors should work as well. For gec64, a
gcc built to target 64 bit object filesis required. The gcc32dbg flavor will be used by default. Specify other flavors
using --with-flavor=f | avor .

GPT has problems with the Sun provided perl and tar: ht-
tp://www.gridpackagingtool s.org/book/l atest-stable/ch01s07.html

The toolkit has been tested on Solaris 9 with:



http://ant.apache.org/
http://bugzilla.globus.org/bugzilla/show_bug.cgi?id=3234
http://www.gridpackagingtools.org/book/latest-stable/ch01s07.html
http://www.gridpackagingtools.org/book/latest-stable/ch01s07.html
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* Sun Workshop 6 update2 C 5.3
e gcc34.3
* SunJavald4.2 02

* ApacheAnt 1.5.4

SUSE Linux

No known issues.

Windows

Only Java-only components will build. Please choose the Java WS Core-only download and follow the instructions
in the Java WS Core System Administrator's Guide
[http://www-unix.globus.org/tool kit/docs/4.0/common/javawscore/admin-index.html].



http://www-unix.globus.org/toolkit/docs/4.0/common/javawscore/admin-index.html

Chapter 4. Installing GT 4.0

1.

Create auser named "globus'. This non-privileged user will be used to perform administrative tasks such as
starting and stopping the container, deploying services, etc. Pick an installation directory, and make sure this
account has read and write permissions in the installation directory.

Tip
Y ou might need to create the target directory as root, then chown it to the globus user:

# nkdir /usr/local/globus-4.0.0
# chown gl obus: gl obus /usr/1ocal /gl obus-4.0.0

I mportant

If for some reason you do not create a user named "globus’, be sure to run the installation as a non-root
user. In that case, make sureto pick an install directory that your user account has write access to.

Download the required software noted in Chapter 3.
Tip

Be aware that Apache Ant will use the Javareferred to by JAVA_HOME, not necessarily the first Java ex-
ecutable on your PATH. Be sureto set JAVA_HOME to the top-level directory of your Javainstallation
before installing.

Also, check the the section called “ Platform Notes” if your OS includes ant already. Your / et ¢/ ant . conf
is probably configured to use gcj, which will fail to compile the Toolkit.

In this guide we will assume that you areinstallingto/ usr/ | ocal / gl obus- 4. 0. 0, but you may replace/
usr/ | ocal / gl obus- 4. 0. 0 with whatever directory you wish to install to.

Asthe globus user, run:

gl obus$ export GLOBUS_LOCATI ON=/usr/ | ocal / gl obus-4.0.0
gl obus$ ./configure --prefix=$G.0OBUS_LOCATI ON

Y ou can use command line arguments to ./configure for a more custom install. Here are the lines to enable fea-
tures which are disabled by default:

Opti onal Features:

- -enabl e- prewsnds Bui | d pre-webservices nds. Default is disabled.

--enabl e-wsgram condor Buil d GRAM Condor schedul er interface. Default is disabled.
--enabl e- wsgram | sf Bui | d GRAM LSF schedul er interface. Default is disabled.

- -enabl e- wsgr am pbs Bui | d GRAM PBS schedul er interface. Default is disabled.
--enabl e-i 18n Enabl e internationalization. Default is disabled.

--enabl e-drs Enabl e Data Replication Service. Default is disabled.

[...]
Opti onal Packages:

--wi th-iodbc=dir Use the iodbc library in dir/lib/libiodbc.so.
Required for RLS builds.

--Wwi t h- gsi opensshar gs="ar gs"
Argunents to pass to the build of GSI-OpenSSH, |ike
--w th-tcp-wappers

For afull list of options, see ./configure --help. For alist of GSI-OpenSSH options, see Table 12.1

Run:
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gl obus$ make
Note that this command can take several hours to complete. If you wish to have alog file of the build, use tee:
gl obus$ nmake 2>&1 | tee build.log

The syntax above assumes a Bourne shell. If you are using another shell, redirect stderr to stdout and then pipe
it to tee.

5.  Finaly, run:
gl obus$ make install

This completes your installation. Now you may move on to the configuration sections of the following
chapters.

Y our next step is to setup security, which includes picking a CA to trust, getting host certificates, user certificates,
and creating a grid-mapfile. The next three chapters cover these topics.

With security setup, you may start a GridFTP server, configure a database for RFT, and configure WS-GRAM. Y ou
may also start a GSI-OpenSSH daemon, setup a MyProxy server, run RLS, and use CAS. The following chapters
will explain how to configure these technologies. If you follow the chapters in order, you will make sure of perform-
ing tasks in dependency order.




Chapter 5. GT4: Security: Pre-WS
Authentication & Authorization Admin
Guide

Introduction

This guide contains advanced configuration information for system administrators working with Pre-WS Authentic-
ation & Authorization. It provides references to information on procedures typically performed by system adminis-
trators, including installation, configuring, deploying, and testing the installation.

I mportant
Thisinformation isin addition to the basic Globus Toolkit prerequisite, overview, installation, security con-
figuration instructions in the GT 4.0 System Administrator's Guide[../../admin/docbook/]. Read through
this guide before continuing!
Authentication in the Globus Toolkit is based on X.509 certificates. This document describes the configuration steps
required to:
» Determine whether or not to trust certificates issued by a particular Certificate Authority (CA),

» Provide appropriate default values for use by the grid-cert-request command, which is used to generate certific-
ates,

* Request service certificates, used by services to authenticate themselves to users, and

»  Specify identity mapping information.

Building and Installing

The security tools are installed as part of the Globus Toolkit installation process. For instructions on basic installa-
tion of the Globus Toolkit, see the Installation Guide [../../admin/docbook/].

Configuring

This section describes the configuration steps required to:

» Determine whether or not to trust certificatesissued by a particular Certificate Authority (CA),

e Provide appropriate default values for use by the grid-cert-request command, which is used to generate certific-
ates,

* Reguest service certificates, used by services to authenticate themselves to users, and
»  Specify identity mapping information.
In general, Globus tools will look for a configuration file in a user-specific location first, and in a systemwide loca

tion if no user-specific file was found. The configuration commands described here may be run by administrators to
create systemwide defaults, and by individuals to override those defaults.



../../admin/docbook/
../../admin/docbook/

Chapter 5. GT4: Security: Pre-WS Authentication & Authoriz-
ation Admin Guide

Configuring Globus to Trust a Particular Certificate Authority

The Globus tools will trust certificates issued by a CA if (and only if) it can find information about that CA in the
trusted certificates directory. The trusted certificates directory islocated as described in the section called
“Environment variable interface” and exists either on a per machine or on a per installation basis. The following two
filesmust exist in that directory for each trusted CA:

Table5.1. CA files

cert_hash. 0 The trusted CA certificate.

cert_hash. si gni ng_policy A configuration file defining the distinguished names of
certificates signed by the CA.

Pre-WS Globus components will honor a certificate only if:

» its CA certificate exists (with the appropriate name) in the TRUSTED_CA directory, and

» the certificate's distinguished name matches the pattern described in the signing policy file.

Java-based components ignore the signing policy file and will honor all valid certificatesissued by trusted CAs.

The cert_hash that appears in the file names above is the hash of the CA certificate, which can be found by running
the command:

$CLOBUS_LOCATI OV bi n/ openssl x509 -hash -noout < ca_certificate

Some CAs providetoolsto install their CA certificates and signing policy filesinto the trusted certificates directory.
Y ou can, however, create a signing policy file by hand; the signing policy file has the following format:

access_i d_CA X509 ' CA Distingui shed Nane'
pos_rights gl obus CA: sign
cond_subj ects gl obus '"Distingui shed Name Pattern"'

In the above, the CA Distinguished Name is the subject name of the CA certificate, and the Distinguished Name Pat-
tern isastring used to match the distinguished names of certificates granted by the CA. Some very simple wildcard
matching is done -- if the Distinguished Name Pattern ends with a**', then any distinguished name that matches the
part of the CA subject name before the *' is considered a match. Note: the cond_subjects line may contain a space-
separated list of distinguished name patterns.

A repository of CA certificates that are widely used in academic and research settings can be found here
[http://www terena.nl/tech/task-forces/tf-aace/tacar/certs.html].

Configuring Globus to Create Appropriate Certificate Requests

The grid-cert-request command, which is used to create certificates, uses the following configuration files:

Table 5.2. Certificate request configuration files

gl obus- user - ssl . conf defines the distinguished name to use for a user's certific-
ate request. The format is described here
[http://lwww.openssl .org/docs/apps/req. htmI#CONFIGU
RATION_FILE_FORMAT]I.

gl obus- host - ssl . conf defines the distinguished name for a host (or service)
certificate request. The format is described here
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[http://www.openssl.org/docs/apps/reg.htmI#CONFIGU
RATION_FILE_FORMAT].

grid-security.conf abase configuration file that contains the name and
email address for the CA.

directions an optional file that may contain directions on using the
CA.

Many CAs provide tools to install configuration files called gl obus- user - ssl . conf. cert _hash, gl obus-
host - ssl . conf.cert_hash,grid_security.conf.cert_hash,anddirections. cert_hash inthetrusted
certificates directory. The command:

grid-cert-request -ca cert_hash

will create a certificate request based on the specified CA's configuration files. The command:
grid-cert-request -ca

will list the available CAs and let the user choose which one to create arequest for.

Y ou can specify a default CA for certificate requests (i.e., a CA that will be used if grid-cert-request isinvoked
without the - ca flag) by making the following symbolic links (where GRID_SECURITY is the grid security direct-
ory and TRUSTED_CA isthetrusted CA directory):
I n -s TRUSTED CA gl obus-user-ssl.conf.cert_hash \

GRI D_SECURI TY/ gl obus- user -ssl . conf
I n -s TRUSTED CA gl obus- host-ssl.conf.cert_hash \

GRI D_SECURI TY/ gl obus- host - ssl . conf

In -s TRUSTED CA/grid_security.conf.cert_hash \
GRI D_SECURI TY/ grid_security. conf

And optionally, if the CA specificdi r ecti ons file exists:

In -s TRUSTED CA/directions.cert_hash \
CGRI D _SECURI TY/ di recti ons

This can also be accomplished by invoking the grid-default-ca command.

Thedi rect i ons file may contain specific directons on how to use the CA. There are three types of printed mes-
sages:

* REQUEST HEADER, printed to a certificate request file,

e USERINSTRUCTIONS, printed on the screen when one requests a user certificate,

*  NONUSER INSTRUCTIONS, printed on the screen when one requests a certificate for a service,

Each message is delimited from others with lines ----- BEGIN message type TEXT ----- and ----- END message type
TEXT ----- . For example, di r ect i ons filewould contain the following lines:

----- BEG N REQUEST HEADER TEXT -----
This is a Certificate Request file

I't should be nmailed to ${GSI _CA EMAI L_ADDR}
----- END REQUEST HEADER TEXT -----

If thisfile does not exist the default messages are printed.

Requesting Service Certificates

10
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Different CAs use different mechanisms for issuing end-user certificates; some use mechanisms that are entirely
web-based, while others require you to generate a certificate request and send it to the CA. If you need to create a
certificate request for a service certificate, you can do so by running:

grid-cert-request -host hostnane -service service_nane

where hostname is the fully-qualified name of the host on which the service will be running, and service_nameis the
name of the service. Thiswill create the following three files:

Table5.3. Certificate request files

cert. pe An empty file. When you receive your actual service cer-
GRI D_SECURI TY/ servi ce_namne/ servi ce_namem tificate from your CA, you should placeit in thisfile.
cert _re The certificate request, which you should send to your
quest.p CA.

GRI D_SECURI TY/ servi ce_nane/ servi ce_naneem

GRI D_SECURI TY/ ser vi ce_name/ servi ce_nanekey. pem The private key associated with your certificate request,
encrypted with the pass phrase that you entered when
prompted by grid-cert-request.

The grid-cert-request command recognizes several other useful options; you can list these with:

grid-cert-request -help
Specifying ldentity Mapping Information

Several Globus services map distinguished names (found in certificates) to local identities (e.g., unix logins). These
mappings are maintained in the gr i dmap file. Thegri dmap fileisdiscovered according to the rules described in
the section called “Environment variable interface”. A gridmap line of the form:

"Di stingui shed Nane" | ocal _nane

maps the distinguished name Di st i ngui shed Name to thelocal namel ocal _nane. A gridmap line of the form:

"Di stingui shed Name" | ocal nanel, | ocal _nane2

maps Di sti ngui shed Name toboth| ocal _nanmel and | ocal _nane2; any number of local user names may oc-
cur in the comma-separated local namelist.

Several tools exist to manage gridmap files. To add an entry to the gridmap file, run:
$GLOBUS_LOCATI ON/ shi n/ grid-mapfil e-add-entry \

-dn "Distingui shed Name" \
-In Iocal _nane

To delete an entry from the gr i dmap file, run:
$G.OBUS_LOCATI OV sbin/ grid-mapfil e-del ete-entry \
-dn "Distingui shed Name" \
-1 n I ocal _nane
To check the consistency of the gri dmap file, run
$CLOBUS_LOCATI OV sbi n/ gri d- mapfi | e-check-consi st ency
These commands recognize several useful options, including a- hel p option, which lists detailed usage information.

Thelocation of the gr i dmap fileis determined as follows:

11
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1

2.

If the GRI DVAP environment variable is set, the gr i dmap file location is the value of that environment variable.

Otherwise:

» If theuserisroot (uid 0), thenthegri dmap fileis/ et c/ gri d-security/grid-mpfile.

e Otherwise, thegri dmap fileis$HOVE/ . gri dnmap.

GSI File Permissions Requirements

End Entity [http://www-unix.globus.org/toolkit/docs/4.0/security/glossary.html#End_Entity Certificate EEC]
(User [http://mww-unix.globus.org/tool kit/docs/4.0/security/glossary.html#User_Certificate], Host
[http:/iww-unix.globus.org/tool kit/docs/4.0/security/glossary .html#Host_ Certificate] and Service
[http:/iwww-unix.globus.org/tool kit/docs/4.0/security/glossary .html#Service_Certificate]) Certificates and the
GSl Authorization Callout Configuration File
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« May not be executable

* May not be writable by group and other

e Must be either regular files or soft links

Private Keys [ http://www-unix.globus.org/tool kit/docs/4.0/security/glossary .html#Private_Key] and Proxy Cre-
dentials [http://www-unix.globus.org/tool kit/docs/4.0/security/glossary .html#Proxy_Credentials|:

* Must be owned by the current (effective) user

* May not be executable

« May not be readable by group and other

« May not be writable by group and other

e Must be either regular files or soft links

CA Certificates [http://www-unix.globus.org/tool kit/docs/4.0/security/glossary.htmlI#CA_Certificate], CA Sign-
ing Policy Files [http://www-unix.globus.org/tool kit/docs/4.0/security/glossary.html#CA_Signing_Poalicy], the
Grid Map File [http://www-unix.globus.org/tool kit/docs/4.0/security/glossary.html#Grid_Map_File] and the

GAA Configuration File
[http:/Avww-unix.globus.org/tool kit/docs/4.0/security/glossary.htmI#GA A _Configuration_File]:

e Haveto be either regular files or soft links

GSI Authorization callout configuration files

e Must exist
e Should be world readable
«  Should not be writable by group and other

« Should be either aregular file or a soft link

GSl GAA configuration files

e Must exist
» Should be world readable
e Should not be writable by group and other

« Should be either aregular file or a soft link
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Deploying
This section is not applicable.

Testing

There is no content available at this time.

Security Considerations

There is no content available at this time.

Troubleshooting

Credential Errors

The following are some common problems that may cause clients or serversto report that credentials areinvalid:

Your proxy credential may have expired

Use grid-proxy-info to check whether the proxy has actually expired. If it has, generate a new proxy with grid-
proxy-init.

The system clock on either the local or remote system is wrong

This may cause the server or client to conclude that a credential has expired.

Your end-user certificate may have expired

Use grid-cert-info to check your certificate's expiration date. If it has expired, follow your CA's proceduresto get a
new one.

The permissions may be wrong on your proxy file

If the permissions on your proxy file aretoo lax (for example, if others can read your proxy file), Globus Toolkit cli-
entswill not use that file to authenticate. Y ou can "fix" this problem by changing the permissions on the file or by
destroying it (with grid-proxy-destroyand creating a new one (with grid-proxy-init). However, it is still possible
that someone else has made a copy of that file during the time that the permissions were wrong. In that case, they
will be able to impersonate you until the proxy file expires or your permissions or end-user certificate are revoked,
whichever happens first.

The permissions may be wrong on your private key file

If the permissions on your end user certificate private key file are too lax (for example, if others can read the file),
grid-proxy-init will refuse to create a proxy certificate. Y ou can "fix" this by changing the permissions on the
private key file; however, you will still have a much more serious problem: it's possible that someone has made a
copy of your private key file. Although thisfileis encrypted, it is possible that someone will be able to decrypt the
private key, at which point they will be able to impersonate you as long as your end user certificate isvalid. You
should contact your CA to have your end-user certificate revoked and get a new one.

The remote system may not trust your CA

Verify that the remote system is configured to trust the CA that issued your end-entity certificate. See the [TODO:
add admin guide link] for details.

You may not trust the remote system's CA

14
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Verify that your system is configured to trust the remote CA (or that your environment is set up to trust the remote
CA). Seethe [TODO: add admin guide link] for details.

There may be something wrong with the remote service's credentials
It is sometimes difficult to distinguish between errors reported by the remote service regarding your credentials and

errors reported by the client interface regarding the remote service's credentias. If you can't find anything wrong
with your credentials, check for the same conditions (or ask a remote administrator to do so) on the remote system.

Gridmap errors

The following are some common problems that may cause clients or servers to report that user are not authorized:

The content of the gridmap file does not conform to the expected format

Use grid-mapfile-check-consistency to make sure that your gridmap conforms to the expected format.

The gridmap file does not contain a entry for your DN

Use grid-mapfile-add-entry to add the relevant entry.

Environment variable interface

e X509 USER PROXY specifiesthe path to the proxy credential. If X509 USER PROXY is not set, the proxy cre-
dential is created (by grid-proxy-init) and searched for (by client programs) in an operating-system-dependent
local temporary file.

* X509_USER _CERT and X509_USER_KEY specify the path to the end entity (user, service, or host) certificate and
corresponding private key. The paths to the certificate and key files are determined as follows:

» For user credentials:
1. If X509_USER_CERT and X509_USER_KEY exist and contain avalid certificate and key, thosefiles are

used.

2. Otherwise, if thefilesuser cert. pemand user key. pemexist in the user's. gl obus directory, those
files are used.

3. Otherwise, if aPKCS-12file called user cred. p12 existsin the user's. gl obus directory, the certific-
ate and key are read from that file.

* For service credentials:

1. If X509_USER_CERT and X509_USER_KEY exist and contain avalid certificate and key, thosefiles are
used.

2. Otherwisg, if thefiles/ etc/ gri d-security/servicel/servicecert and
/etcl/grid-security/servicelservi cekey exist and contain avalid certificate and key, those files
are used.

3. Otherwisg, if thefiles$G.OBUS LOCATI ON/ et ¢/ gri d-securi ty/ servicel/ servicecert and
$GLOBUS_LOCATI OV et c/ gri d-security/ service/ servi cekey exist and contain avalid certific-
ate and key, those files are used.
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4, Otherwisg, if thefilesservicel/ servicecert andservice/ servi cekey intheuser's. gl obus direct-
ory, exist and contain avalid certificate and key, those files are used.

e For host credentials:
1. If X509 _USER CERT and X509 USER_CERT exist and contain avalid certificate and key, those files are

used.

2. Otherwisg, if thefiles/ etc/ grid-security/hostcert.pemand/
etc/ grid-security/hostkey. pemexist and contain avalid certificate and key, those files are used.

3. Otherwise, if thefiles$G.OBUS_LOCATI ON et ¢/ gri d- security/ hostcert. pemand
$G.0BUS_LOCATI OV et ¢/ gri d-security/ host key. pemexist and contain avalid certificate and
key, those files are used.

4. Otherwisg, if thefileshost cert . pemand host key. peminthe user's. gl obus directory, exist and
contain avalid certificate and key, those files are used.

CGRI DVAP specifies the path to the gridmap file, which is used to map distinguished names (found in certificates)
to local names (such as login accounts). The location of the gridmap file is determined as follows:

1. If the GRI DMAP environment variable is set, the gridmap file location is the value of that environment vari-
able.

2. Otherwise

e |If theuserisroot (uid 0), then the gridmap fileis/ et ¢/ gri d- security/ gri d- mapfil e.

e Otherwise, the gridmap fileis SHOVE/ . gr i dmap.

X509_CERT_DI Ris used to specify the path to the trusted certificates directory; this directory contains informa-
tion about which CAs are trusted (including the CA certificates themselves) and, in some cases, configuration in-
formation used by grid-cert-request to formulate certificate requests. The location of the trusted certificates dir-
ectory is determined as follows:

1. If theX509_CERT_DI Renvironment variableis set, the trusted certificates directory isthe value of that en-
vironment variable.
2. Otherwise, if $SHOVE/ . gl obus/ certi fi cat es exists, that directory isthe trusted certificates directory.

3. Otherwise,if /etc/grid-security/certificates exists, that directory isthe trusted certificates dir-
ectory.

4. Finally, if $GLOBUS_LOCATI ON/ shar e/ certi fi cat es exists, then it isthe trusted certificates directory.
GSI _AUTHZ_CONF is used to specify he path to the GSI authorization callout configuration file. Thisfileis used

to configure authorization callouts used by both the gridmap and the authorization API. The location of the GSI
authorization callout configuration file is determined as follows:
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1. If the GSI _AUTHZ_CONF environment variable is set, the authorization callout configuration file location is
the value of this environment variable.

2. Otherwise, if / etc/ grid-security/gsi-authz.conf exists, thenthisfileisused.
3. Otherwise, if $GLOBUS_LOCATI QV et c/ gsi - aut hz. conf exists, then thisfileis used.
4. Findly, if $HOVE/ . gsi - aut hz. conf exists, the thisfileisused.
» GSI_GAA CONF is used to specify he path to the GSI GAA (Generic Authorization and Access control) config-

uration file. Thisfileis used to configure policy language specific plugins to the GAA-API. Thelocation of the
GSI GAA configuration file is determined as follows:

1. If the GSI _GAA_CONF environment variableis set, the GAA configuration file location is the value of this
environment variable.

2. Otherwise, if / etc/ grid-security/gsi-gaa. conf exists, thenthisfileis used.

3. Otherwise, if $§GLOBUS_LOCATI QV et ¢/ gsi - gaa. conf exists, thenthisfileis used.

4. Finally, if SHOVE/ . gsi - gaa. conf exists, thethisfileisused.

* GRID_SECURI TY_DI R specifies apath to adirectory containing configuration files that specify default valuesto
be placed in certificate requests; this environment variable is used only by the grid-cert-request and grid-de-
fault-ca commands.

» Thelocation of the grid security directory is determined as follows:

1. If the GRI D_SECURI TY_DI Renvironment variable is set, the grid security directory is the value of that en-
vironment variable.
2. If theconfiguration filesexistin/ et c/ gri d-securi ty, thegrid security directory isthat directory.

3. if the configuration files exist in $GLOBUS_LOCATI ON et ¢, the grid security directory isthat directory.
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Set environment variables

In order for the system to know the location of the Globus Toolkit commands you just installed, you must set an en-
vironment variable and source the gl obus- user - env. sh script.

1. Asglobus, set GLOBUS LOCATION to where you installed the Globus Toolkit. Thiswill be one of the fol-
lowing:

e Using Bourne shells:
gl obus$ export GLOBUS_LOCATI ON=/ path/to/install

e Using csh:
gl obus$ setenv GLOBUS_LOCATI ON /path/to/install

2. Source $GLOBUS_LOCATI ON et c/ gl obus- user - env. {sh, csh} depending on your shell.

e Use. sh for Bourne shell:
gl obus$ . $G.OBUS_LOCATI ON et ¢/ gl obus- user-env. sh
e Use. cshfor Cshell.
gl obus$ source $G.OBUS_LOCATI ON et c/ gl obus-user -env. csh

Obtain host certificates

Y ou must have X509 certificates to use the GT 4.0 software securely (referred to in this documentation as host certi-
ficates). For an overview of certificates for GSI (security) see GSI Configuration Information
[http://www.globus.org/security/config.html].

Host certificates must be:

» consist of the following two files: host cert . pemand host key. pem
* must bein the appropriate directory for secure services: / et c/ gri d- security/
e must be for amachine which has a consistent name in DNS; you should not run it on a computer using DHCP

where a different name could be assigned to your computer.

Y ou have the following options:

Request a certificate from an existing CA

Y our best option isto use an aready existing CA. You may have access to one from the company you work for, or
an organization you are affiliated with. Some universities provide certificates for their members and affiliates. Con-
tact your support organization for details about how to acquire a certificate. Y ou may find your CA listed in the
TERENA Repository [http://www.terena.nl/tech/task-forces/tf-aace/tacar/certs.html].
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If you already have a CA, you will need to follow their configuration directions. If they include a CA setup package,
follow the CAs instruction on how to install the setup package. If they do not, you will need to create an /
etc/grid-security/certificates directory and include the CA cert and signing policy in that directory. See
Configuring a Trusted CA [http://www.globus.org/security/config.html#Configuring%20a%620T rusted%20CA] for
more details.

Thistype of certificateis best for service deployment and Grid inter-operation.
SimpleCA

SimpleCA provides awrapper around the OpenSSL CA functionality and is sufficient for smple Grid services. Al-
ternatively, you can use OpenSSL's CA.sh command on its own. Instructions on how to use the SimpleCA can be
found in Chapter 7.

SimpleCA is suitable for testing or when a certificate authority is not available.

Low-trust certificate

Globus offers alow-trust certificate available at http://gcs.globus.org:8080/gcs. This option should only be used as a
last resort because it does not fulfill some of the duties of areal Certificate Authority.

Thistype of certificate is best suited for short term testing.

Make the host credentials accessible by the container

Thehost key (/ et c/ gri d- securi ty/ host key. pem) isonly readable to root. The container (hosting environ-
ment) will be running as a non-root user (probably the gl obus user) and in order to have a set of host credentials
which are readabl e by the container, we need to copy the host certificate and key and change the ownership to the
container user.

Note

This step assumes you have obtained a signed host certficate from your CA.

Asroot, run:

root# cd /etc/grid-security

root# cp hostkey. pem cont al nerkey. pem

root# cp hostcert.pem containercert.pem

root# chown gl obus. gl obus cont ai ner key. pem cont ai nercert. pem

At this point the certificatesin/ et ¢/ gri d- securi ty should look something like:

root# Is -1 *. pem

-rwr--r-- 1 globus globus 1785 Oct 14 14:47 containercert. pem
“r-------- 1 globus globus 887 Cct 14 14:47 contai nerkey. pem
-rwr--r-- 1 root r oot 1785 Cct 14 14:42 hostcert. pem
“r-------- 1 root r oot 887 Sep 29 09: 59 hostkey. pem

Add authorization

Add authorizations for users:
Create/etc/ grid-security/grid-mapfil e asroot.

Y ou need two pieces of information:

» the subject name of a user
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» the account name it should map to.

The syntax is one line per user, with the certificate subject followed by the user account name.

Run grid-cert-info to get your subject name, and whoami to get the account name:

bacon$ grid-cert-info -subject

/ O=Gi d/ OU=d obusTest / QU=si npl eCA- mayed. nts. anl . gov/ OU=nts. anl . gov/ CN=Char | es Bacon
bacon$ whoani

bacon

Y ou may add the line by running the following as root:

root# $GLOBUS_LOCATI ON/ sbi n/grid-mapfil e-add-entry -dn \
"/ O=Gri d/ OU=d obusTest / QU=si npl eCA- mayed. nts. anl . gov/ QU=nts. anl . gov/ CN=Char | es Bacon" \
-1 n bacon

The corresponding linein thegri d- mapfi | e should look like:
"/ O=Gri d/ OU=d obusTest / QU=si npl eCA- mayed. nts. anl . gov/ QU=nts. anl . gov/ CN=Char | es Bacon" bacon

I mportant

The quotes around the subject name are important, because it contains spaces.

Verify Basic Security

Now that you have installed atrusted CA, acquired a hostcert and a usercert, you may verify that your security setup
is complete. Asyour user account, run the following command:

bacon$ grid-proxy-init -verify -debug

User Cert File: /home/bacon/. gl obus/usercert.pem
User Key File: /hone/bacon/. gl obus/userkey. pem

Trusted CA Cert Dir: /etc/grid-security/certificates

Qutput File: /tnp/x509up_u506

Your identity: /DC=org/ DC=doegri ds/ OU=Peopl e/ CN=Charl|l es Bacon 332900
Enter GRID pass phrase for this identity:

Creating proxy ...++++++++++++

++++++++H 4+

Done
Proxy Verify K
Your proxy is valid until: Fri Jan 28 23:13:22 2005

There are afew things you can notice from this command. Y our usercert and key are located in $HOVE/ . gl obus/ .
The proxy certificate iscreated in/ t mp/ . The "up” stands for "user proxy"”, and the _u506 will be your UNIX
userid. It aso prints out your distinguished name (DN), and the proxy isvalid for 12 hours.

If this command succeeds, your single node is correctly configured. If it does not succeed, or you want to continue
to configure multiple nodes, you may want to continue to the full security overview in the next chapter. Otherwise,
you may proceed to the services chapter.
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Introduction

This guide contains advanced configuration information for system administrators working with SimpleCA. It
provides references to information on procedures typically performed by system administrators, including installa-
tion, configuring, deploying, and testing the installation.

I mportant
Thisinformation isin addition to the basic Globus Toolkit prerequisite, overview, installation, security con-
figuration instructions in the GT 4.0 System Administrator's Guide[../../admin/docbook/]. Read through
this guide before continuing!
The following are instructions for how to use SimpleCA to set up certificatesfor a GT 4.0 installation.
SimpleCA provides awrapper around the OpenSSL CA functionality and is sufficient for smple Grid services. Al-

ternatively, you can use OpenSSL's CA.sh command on its own. SimpleCA is suitable for testing or when a certific-
ate authority (CA) isnot available. Y ou can find other CA optionsin the section called “Obtain host certificates’.

Building and Installing

Create users

Make sure you have the following users on your machine:

* Your user account, which will be used to run the client programs.
* A generic globus account, which will be used to perform administrative tasks such as starting and stopping the

container, deploying services, etc. Thisuser will also bein charge of managing the SimpleCA. To do this, make
sure this account has read and write permissions in the $GLOBUS_LOCATI ON directory.

Run the setup script
A script was installed to set up anew SimpleCA. Y ou only need to run this script once per Grid.

Run the setup script:
$CLOBUS_LOCATI OV set up/ gl obus/ set up- si npl e-ca

2.1 Configure the subject name

This script prompts you for information about the CA you wish to create:

The uni que subject nanme for this CAis:
cn=d obus Si nmpl e CA, ou=si npl eCA- mayed. nts. anl . gov, ou=d obusTest, o=Grid

Do you want to keep this as the CA subject (y/n) [y]:

where:

Table7.1. CA Name components
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cn Represents "common name". Identifies this particular
certificate asthe CA certificate within the " GlobusTest/
simpleCA-hostname" domain, which in this caseis Glo-
bus Simple CA.

ou Represents "organizational unit”. Identifies this CA from
other CAs created by SimpleCA by other people. The
second "ou" is specific to your hostname (in this cases
GlobusTest).

0 Represents "organization”. |dentifies the Grid.

Pressy to keep the default subject name (recommended).

Configure the CA's email

The next prompt looks like:

Enter the email of the CA (this is the emanil where certificate
requests will be sent to be signed by the CA):

Enter the email address where you intend to receive certificate requests. It should be your real email address that you
check, not the address of the globus user.

Configure the expiration date

Then you'll see:

The CA certificate has an expiration date. Keep in mnd that
once the CA certificate has expired, all the certificates
signed by that CA becone invalid. A CA should regenerate
the CA certificate and start re-issuing ca-setup packages
before the actual CA certificate expires. This can be done
by re-running this setup script. Enter the nunmber of DAYS
the CA certificate should | ast before it expires.

[default: 5 years (1825 days)]:

Thisisthe number of days for which the CA certificate is valid. Once this time expires, the CA certificate will have
to be recreated, and all of its certificates regranted.

Accept the default (recommended).

Enter a passphrase

Next you'll see:

Generating a 1024 bit RSA private key
+H++++

++++++

witing new private key to '/hone/ gl obus/. gl obus/si npl eCA// privat e/ cakey. pem
Ent er PEM pass phrase:

The passphrase of the CA certificate will be used only when signing certificates (with grid-cert-sign). It should be
hard to guess, as its compromise may compromise all the certificates signed by the CA.

Enter your passphrase.

I mportant:
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Y our passphrase must not contain any spaces.
Confirm generated certificate

Finally you'll see the following:
A self-signed certificate has been generated
for the Certificate Authority with the subject:
/ O=Gri d/ OU=d obusTest/ OU=si npl eCA- mayed. nts. anl . gov/ CN=d obus Si npl e CA
If this is invalid, rerun this script
set up/ gl obus/ set up-si npl e-ca
and enter the appropriate fields.

The private key of the CAis stored in /hone/gl obus/. gl obus/sinpl eCA//privatel/cak ey
The public CA certificate is stored in /hone/gl obus/. gl obus/si npl eCA//cacert. pem

The distribution package built for this CAis stored in
/ hone/ gl obus/ . gl obus/ si npl eCA/ / gl obus_si npl e_ca_68ea3306_setup-0. 17.tar. gz

Thisinformation will be important for setting up other machinesin your grid. The number 68ea3306 in thelast line
isknown asyour CA hash. It will be an 8 hexadecimal digit string.

Press any key to acknowledge this screen.

Your CA setup package finishesinstalling and ends the procedure with the following reminder:

R I S O O O R O O S

Note: To conplete setup of the GSI software you need to run the
followi ng script as root to configure your security configuration
directory:

/ opt/ gt 4/ setup/ gl obus_si npl e_ca_68ea3306_set up/ set up- gsi

For further information on using the setup-gsi script, use the -help
option. The -default option sets this security configuration to be

the default, and -nonroot can be used on systens where root access is
not avail abl e.

Rk kb R R S S S ik kO Rk R O b S O O b Sk I R R R Rk kO

setup-ssl-utils: Conplete

WEe'l run the setup-gsi script in the next section. For now, just notice that it refers to your $GLOBUS_LOCATI ON and
the CA Hash from the last message.

Complete setup of GSI
To finish the setup of GSI, well run the script noted in the previous step.

Run the following as root (or, if no root privileges are available, add the -nonr oot option to the command line):
$G.OBUS_LOCATI ON/ set up/ gl obus_si npl e_ca_CA Hash_set up/ setup-gsi -default
The output should look like:
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setup-gsi: Configuring GSI security

Installing /etc/grid-security/certificates//grid-security.conf.CA Hash...
Runni ng grid-security-config...

Installing A obus CA certificate into trusted CA certificate directory...

Installing A obus CA signing policy into trusted CA certificate directory. ..

setup-gsi: Conplete

Host certificates

Y ou must request and sign a host certificate and then copy it into the appropriate directory for secure services. The
certificate must be for a machine which has a consistent name in DNS; you should not run it on a computer using
DHCP where a different name could be assigned to your computer.

3.1 Request a host certificate

Asroot, run:
grid-cert-request -host 'hostnane'

This creates the following files:

* Jetc/grid-security/hostkey.pem

e Jetc/grid-security/hostcert_request.pem

e (anempty) /etc/grid-security/hostcert.pem

Note: If you are using your own CA, follow their instructions about creating a hostcert (one which has a common-

Name (CN) of your hostname), then place the cert and key in the /etc/grid-security/ location. Y ou may then proceed
to the section called “User certificates’.

Sign the host certificate

1. Asglobus, run:
grid-ca-sign -in hostcert_request.pem -out hostsigned. pem

2. A signed host certificate, named host si gned. pemiswritten to the current directory.

3. When prompted for a passphrase, enter the one you specified in the section called “ Enter a passphrase” (for the
private key of the CA certificate.)

4. Asroot, movethe signed host certificateto/ et ¢/ gri d- securi ty/ host cert. pem

The certificate should be owned by root, and read-only for other users.

The key should be read-only by root.

User certificates

Users also must request user certificates, which you will sign using the globus user.

Request a user certificate

Asyour normal user account (not globus), run:
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grid-cert-request

After you enter a passphrase, this creates

* ~$USER/ . gl obus/ user cert. pem(empty)
* ~$USER/ . gl obus/ user key. pem

e ~$USER/ . gl obus/ usercert _request. pem

Email theuser cert _r equest . pemfile to the SimpleCA maintainer.

Sign the user certificate

1. Asthe SimpleCA owner globus, run:
grid-ca-sign -in usercert_request.pem -out signed. pem

2. When prompted for a password, enter the one you specified in the section called “ Enter a passphrase” (for the
private key of the CA certificate).

3. Now send the signed copy (si gned. pem) back to the user who requested the certificate.

4. Asyour normal user account (not globus), copy the signed user certificate into >~/ . gl obus/ and rename it as
user cert . pem thusreplacing the empty file.

The certificate should be owned by the user, and read-only for other users.

The key should be read-only by the owner.

Configuring
[high-level characterization of the configuration options for the component here]

Configure SimpleCA for multiple machines

So far , you have a single machine configured with SimpleCA certificates. Recall that in the section called “Confirm
generated certificate” a CA setup package was created in

. gl obus/ si npl eCA/ gl obus_si npl e_ca_HASH set up-0. 17. t ar. gz. If you want to use your certificates on
another machine, you must install that CA setup package on that machine.

Toinstall it, copy that package to the second machine and run:

$GLOBUS_LOCATI OV sbi n/ gpt -bui | d gl obus_si npl e_ca_HASH setup-0. 17.tar. gz gcc32dbg
Then you will have to perform setup-gsi -default from the section called “ Complete setup of GSI”.

If you are going to run services on the second host, it will need its own the section called “Host certificates” and
grid-mapfile (as described in the basic configuration instructions in the section called “ Add authorization”).

Y ou may re-use your user certificates on the new host. Y ou will need to copy the requests to the host where the Sim-
pleCA wasfirst installed in order to sign them.

Deploying
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[information about deploying the component into various containers/environments)

Testing

To verify that the SimpleCA certificateisinstalledin/ et ¢/ gri d-security/certifi cat es and that your certi-
ficate isin place with the correct permissions, run:

user$ grid-proxy-init -debug -verify

After entering your passphrase, successful output looks like:

[ bacon@mayed schedul ers]$ grid-proxy-init -debug -verify

User Cert File: /home/user/.globus/usercert.pem
User Key File: /[hone/user/.globus/userkey. pem

Trusted CA Cert Dir: /etc/grid-security/certificates

Qutput File: /tnp/x509up_ul8l7

Your identity: /O=Gid/ OU=G obusTest/ OQU=si npl eCA- mayed. nts. anl . gov/ OU=nts. anl . gov/ CN=User Na
Enter GRID pass phrase for this identity:

Creating ProxXy .. ... ++++++t+ b+

Done
Proxy Verify OK
Your proxy Is valid until: Sat Mar 20 03:01: 46 2004

Security Considerations

[describe security considerations relevant for this component]

Troubleshooting

[help for common problems sysadmins may experience]
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Introduction

This guide contains advanced configuration information for system administrators working with GridrFTP. It
provides references to information on procedures typically performed by system administrators, including installa-
tion, configuring, deploying, and testing the installation. This guide should help you configure and run the GridFTP
server in some standard configurations.

| mportant

Thisinformation isin addition to the basic Globus Toolkit prerequisite, overview, installation, security con-
figuration instructionsin the GT 4.0 System Administrator's Guide [../../admin/docbook/]. Read through
this guide before continuing!

Building and Installing

GridFTPisbuilt and installed as part of adefault GT 4.0 installation. For basic installation instructions, see the GT
4.0 System Administrator's Guide [ ../../admin/docbook/]. No extrainstallation steps are required for this component.

Building and Installing only GridFTP

If you wish to install GridFTP without installing the rest of the Globus Toolkit, refer to the Installing GT 4.0 section
of the GT 4.0 System Administrator's Guide [../../../admin/docbook/]. Perform steps 1-3, as written (Note that you do
not need Ant, a JDK, or a JDBC database to build only GridFTP). However, instead of running "make" as directed
in step 4,

Run:

gl obus$ make gridftp

If you wish to have alog file of the build, use tee:

gl obus$ make gridftp 2>&1 | tee build.log

The syntax above assumes a Bourne shell. If you are using another shell, redirect stderr to stdout and then pipeit to
tee.

Building and Installing only the GridFTP server

If you wish to install only the GridFTP server, refer to the Installing GT 4.0 section of the GT 4.0 System Adminis-
trator's Guide[../../..ladmin/docbook/] for prerequisites. Follow steps 1-3 as written. However, instead of running
"make" asdirected in step 4,

Run:

gl obus$ make gpt gl obus_gridftp_server

If you wish to have alog file of the build, use tee:

gl obus$ make gpt gl obus_gridftp_server 2>&1 | tee build.log

The syntax above assumes a Bourne shell. If you are using another shell, redirect stderr to stdout and then pipeit to
tee.
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Building and Installing a static GridFTP server

If you wish to build and install a statically linked set of GridFTP binaries, refer to the Installing GT 4.0 section of
the GT 4.0 System Administrator's Guide [../../../admin/docbook/] for prerequisites. Follow steps 1-2 as written. In
step 3, however, you should

Run:

gl obus$ export GLOBUS_LOCATI ON=/usr/1 ocal / gl obus-4.0.0
gl obus$ ./configure --prefix=$G.0BUS_LOCATI ON --wi t h- bui | dopt s="--static"

gl obus$ make gpt gl obus_gridftp_server

If you wish to have alog file of the build, use tee:
gl obus$ make gpt gl obus_gridftp_server 2>&1 | tee build.|log

The syntax above assumes a Bourne shell. If you are using another shell, redirect stderr to stdout and then pipeit to
tee.

Configuring

Please see the configuration section of the Public Interfaces Guide

Deploying the GridFTP Server: gl obus-gri df t p- server
It is assumed that the toolkit installation was successful and that Globus security is properly configured. For more

information, see the Installation Guide [../../admin/docbook/]. Also be sure to reference the the section called
“Configuration interface”.

Running in daemon mode

The server should generally be run as root in daemon mode, though it is possible to run it as a user (see below).
When run as root you will need to have a host certificate.

Run the server:

gl obus-gridftp-server < -s | -S > <args>

where:

-S Runs in the foreground. (thisis the default mode)

-S Detaches from the terminal and runs in the background.

The following additional steps may be required when running as a user other than root.

» Create a~/.gridmap file, containing the DNs of any clients you wish to allow, mapped to the current username.

* Create proxy: gri d- proxy-init

Running under inetd or xinetd
The -i command line option enables the server to be run under inetd or xinetd.

See the section called “ Configuration interface” for example xinetd and inetd configuration entries.
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Remote data-nodes and striped operation

The GridFTP server now supports separate front end (client control connection) and back end (data node) processes.
In addition, asingle front end process may connect to multiple back end data nodes.

When multiple back end data nodes are available, the server is said to be in a striped configuration, or simply, isa
striped server. In this mode, transfers are divided over all available data nodes, thus allowing the combined band-
width of all data nodes to be used.

Note: The connection between the front end and data nodes is referred to as the ipc channel.

The ability to use inetd or daemon execution modes applies to both front end servers and data nodes, and the same
certificate and user requirements apply.

To start the front end:

gl obus-gridftp-server <args> -r <host:port>[, <host:port>,...]
To start the data-node:

gl obus-gri dftp-server -p <port> -dn
The-p <port > option used on the data-node is the port that will be used for ipc connections. Thisis the port that
you will register with the front end server.

For example:

machi neB> gl obus-gri dftp-server -p 6000 -dn
nmachi neC gl obus-gri dft p-server -p 7000 -dn
machi neA> gl obus-gri dftp-server -p 5000 -r nachi neB: 6000, machi neC: 7000
The client would only connect to the front end at machi neA: 5000, for example, using globus-url-copy with the -
stripe option:
gl obus-url -copy -stripe gsiftp://machi neA:5000/file file:///destination
or

gl obus-url -copy -stripe gsiftp://machi neA: 5000/file gsiftp://machi neX/ destination
Where machineX may be another striped server or a standard GridFTP server.

Seperation of Processes

Asisillustrated above, the GridFTP server can be seperated into frontend and data node processes. Thisis the arci-
tecture used to achieve a striped server, but it can also be exploited to achieve ahigher level of security.

Running the server asroot is often desirable because it allows the server to fork and setuid on a child processes re-
lated to an authenticated user. This allows the server to leverage the operating systems file system permissions and
other security devices. However, it isnot at all desireable to have aroot running process listening on a port open to
the world. If an attacker were to comprimise the process they could obtain root level access to the machine.

To overcome this security risk the gridftp server can be run in a frontend/backend manner. The frontend can be run
as anyuser, say user globus, that has very limited access to the machine. The frontend is the processes open to the
outside world. If it is comprimised an attacker has only gained access to that limited account. The backend is run as
root, but configured to only allow connections from the frontend.

To start the front end:
gl obus-gridftp-server -p 7000 -r | ocal host: 7001
and the backend:

gl obus-gridftp-server -p 7001 -dn -allowfrom 127.0.0.1

Testing
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If the globus-ftp-client-test package has been installed, our standard test suite may be run to verify functionality on
your platform. Simply set up the globus environment, chdir to
$ELOBUS LOCATI ON'test/ gl obus_ftp client_test/ andrun./TESTS. pl

Please aso see the Call for Community Testing [GridFTP_Call_for_Testing.html].

Security Considerations

The following are points to consider relative to security:

Two ways to configure your server

We now provide two ways to configuring your server:

» Theclassicinstalation. Thisis equivalent to any FTP server you would normally install. It isrun as aroot setuid
process. Once the user is authenticated, the process does a setuid to the appropriate non-privileged user account.

* A new split process installation. In this configuration, the server consists of two processes:

« The control channel (the process the external user connects to) runs as a non-privileged user (typically the
globus user).

e The datachannel (the process that access the file system and moves the data) runs as aroot setuid program as
before, but is only contacted by the control channel process from alocal machine. This means an external
user is never connected to aroot running process and thus minimizes the impact of an exploit. This does,
however, require that a copy of the host cert and host key be owned by the non-privileged user. If you use
this configuration, the non-privileged user should not have write permission to executables, configuration
files, etc..

New authentication options

There are new authentication options available for the server in GT4.0.0:

* Anonymous: The server now supports anonymous access. In order for this to work, a configuration switch must
explicitly enableit, alist of acceptable usernames must be defined, and an account under which the anonymous
user should run must be defined. If the necessary configurations are in place, and the client presents a username
that isin the list of acceptable anonymous users, then the session will be accepted and the process will setuid to
the anonymous user account. We do not support chroot in this version of the server.

e Username/ Password: Thisis standard FTP authentication. It uses a separate password file, used only by the
GridFTP server, *NOT* the system password file.

Warning

WE HIGHLY RECOMMEND YOU NOT USE THIS. YOU WILL BE SENDING YOUR PASSWORD
IN CLEAR TEXT OVER THE NETWORK.

We do, however, have some user communities who run only on internal networks for testing purposes and who do
not wish to deal with obtaining GSI credentials. If you are considering this, we would recommend that you look at
Simple CA and set up your own testbed CA. This can be done in less than an hour and then provides you full GSI
security.
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Troubleshooting

If you are having problems using the GridFTP server, try the steps listed below. If you have an error, try checking
the server logsif you access to them. By default, the server logs to stderr, unlessit is running from inetd, or its exe-
cution mode is detached, in which case logging is disabled by default.

The command line options -d , -log-level, -L and -logdir can affect where logs will be written, as can the configura-
tion file options log_single and log_unique. See the Configuration information in the Public Interfaces Guide for
more information on these and other configuration options.

Establish control channel connection

Verify that you can establish a control channel connection and that the server has started successfully by doing atel-
net to the port on which the server is running:

% tel net |ocal host 2811
Trying 127.0.0.1...
Connected to | ocal host.
Escape character is '"]'.
220 Gi dFTP Server nldev.nts.anl.gov 2.0 (gcc32dbg, 1113865414-1) ready.

If you see anything other than a 220 banner such as that, then the server has not started correctly.

Verify that there are no configuration files being unexpectedly loaded from /etc/grid-security/gridftp.conf or
$GLOBUS LOCATION/etc/gridftp.conf. If those files exist, and you did not intend for them to be used, rename
them to .save, or specify -c none on the command line and try again.

If you can log into the machine where the server is, try running the server from the command line with only the -s::
$G.OBUS_LOCATI QN shi n/ gl obus-gri dft p-server -s

The server will print the port it islistening on:

Server listening at gridftp.nts.anl.gov:57764

Now try and telnet to that port. If you till do not get the banner listed above, something is preventing the socket
connection. Check firewalls, tcp-wrapper, etc..

If you now get a correct banner, add -p 2811 (you will have to disable (x)inetd on port 2811 if you are using them or
you will get port already in use):

$CLOBUS_LOCATI OV sbi n/ gl obus-gri dftp-server -s -p 2811
Now telnet to port 2811. If this does not work, something is blocking port 2811, check firewalls, tcp-wrapper, etc..
If this works correctly then re-enable your normal server, but remove all options but -i, -s, or -S.

Now telnet to port 2811. If this does not work, something iswrong with your service configuration check /
etc/services, (X)inetd config, (x)inetd restarted, etc..

If thisworks, begin adding options back one at atime, verifying that you can telnet to the server after each optionis
added. Continue thistill you find the problem or get al the options you want.

At this point, you can establish a control connection. Now try running globus-url-copy:
Try running globus-url-copy

Once you've verified that you can establish a control connection, try to make atransfer using globus-url-copy.

If you are doing a client/server transfer (one of your URLshasfi | e: init) thentry:
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gl obus-url-copy -vb -dbg gsiftp://host.server, running.on/dev/zero file:///dev/nul

Thiswill run until you control-c the transfer. If that works, reverse the direction:

gl obus-url-copy -vb -dbg file:///dev/zero gsiftp://host.server.running.on/dev/nul
Again, thiswill run until you control-c the transfer.

If you are doing athird party transfer run this command:

gl obus-url-copy -vb -dbg gsiftp://host.serverl.on/dev/zero gsiftp://host.server2.on/dev/null
Again, thiswill run until you control-c the transfer.

If the above transfers work, try your transfer again. If it fails, you likely have some sort of file permissions, typoin a
file name, etc..

If your server starts...

If the server has started correctly, and your problem is with a security failure or gridmap lookup failure, verify that
you have security configured properly here.

If the server is running and your client successfully authenticates, but has a problem at some other time during the
session, please ask for help on discuss@globus.org. When you send mail or submit bugs, please always include as
much of the following information as possible:

e Specsonall hostsinvolved (OS, processor, RAM, etc)

» globus-url-copy -version

» globus-url-copy -versions

* Output from telnet test above

e Theactual command line you ran with -dbg added. Don't worry if the output gets long.

» Check that you are getting a FQDN and /etc/hosts that is sane.

» The server configuration and setup (/etc/services entries, (X)inetd configs, etc.)

* Any relevant lines from the server logs (not the entire log please)

Usage statistics collection by the Globus Alliance

The following GridFTP-specific usage statistics are sent in a UDP packet at the end of each transfer, in addition to
the standard header information described in the Usage Stats
[http://Iwww-unix.globus.org/toolkit/docs/4.0/Usage_Stats.html] section.

o Start time of the transfer

* End time of the transfer

e Version string of the server

e TCP buffer size used for the transfer

» Block size used for the transfer
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e Total number of bytes transferred

*  Number of parallel streamsused for the transfer
»  Number of stripes used for the transfer

* Typeof transfer (STOR, RETR, LIST)

» FTPresponse code -- Success or failure of the transfer

Note

The client (globus-url-copy) does NOT send any data. It isthe serversthat send the usage statistics.

We have made a concerted effort to collect only datathat is not too intrusive or private, and yet still provides us with
information that will help improve and gauge the usage of the GridFTP server. Nevertheless, if you wish to disable
this feature for GridFTP only, see the Logging section of the GridFTP configuration and command line options
[http://www-unix.globus.org/toolkit/docs/4.0/data/gridftp/GridFTP_Public_Interfaces.html#config]. Note that you
can disable transmission of usage statistics globally for all C components by setting "GLO-

BUS USAGE_OPTOUT=1" in your environment.

Also, please see our policy statement [http://www-unix.globus.org/toolkit/docs/4.0/Usage_Stats.html] on the collec-
tion of usage statistics.

Configuration interface

GridFTP server configuration overview

Note: Command line options and configuration file options may both be used but the command line overrides the
config file.

The configuration file is read from the following locations, in the given order. Only the first found will be loaded.

» Path specified withthe-c <confi gf i | e> command line option.
¢ $GLOBUS LOCATION/etc/gridftp.conf

» Jetc/grid-security/gridftp.conf

Options are allowed one per line, with the format:

<option> <val ue>
If the value contains spaces, they should be enclosed in double-quotes (")

Flags or boolean options should only have avalue of O or 1
Blank lines and lines begining with # are ignored.

For example:

port 5000

al | ow_anonynous 1

anonynous_user bob
banner "Wel cone!"
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GridFTP server configuration options

Table 8.1. Informational Options

hel p <0| 1>
-h
-hel p

| onghel p <0| 1>
-hh
-1 onghel p

version <0| 1>
- V .
-version

versions <0| 1>
-V )
-versions

Show usage information and exit.

Default value: FALSE

Show more usage information and exit.

Default value: FALSE

Show version information for the server and exit.

Default value: FALSE

Show version information for al loaded globus libraries
and exit.

Default value: FALSE

Table 8.2. Modes of Operation

inetd <0| 1>
-
-inetd

daenon <0 1>
-s
- daenon

detach <0| 1>
-S
-det ach

exec <string>

-exec <string>

chdir <0| 1>
-chdir

Run under an inetd service.

Default value: FALSE

Run as a daemon. All connections will fork off a new
process and setuid if allowed.

Default value: TRUE

Run as a background daemon detached from any con-
trolling terminals.

Default value: FALSE

For staticly compiled or non-GLOBUS LOCATION
standard binary locations, specify the full path of the
server binary here. Only needed when run in daemon
mode.

Default value: not set

Change directory when the server starts. Thiswill
change directory to the dir specified by the chdir_to op-
tion.

Default value: TRUE
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chdir_to <string>
-chdir-to <string>

fork <0| 1>
-f
-fork

singl e <0| 1>

-single

Directory to chdir to after starting. Will use/ if not set.

Default value: not set

Server will fork for each new connection. Disabling this
option is only recommended when debugging.

Default value: TRUE

Exit after a single connection

Default value: FALSE

Table 8.3. Authentication, Authorization, and Security Options

aut h_I| evel <nunber >
-aut h-1 evel <nunber>

om <string>
rom <string>

o
=]
—_ =

deny_from <string>
-deny-from <string>

cas <0| 1>
-cas

secure_i pc <0| 1>
-si _
-secure-ipc

i pc_aut h_nmode <string>

-la <string>

-i pc-aut h-nmode <string>

0 = Disables all authorization checks. 1 = Authorize
identity only. 2 = Authorize all file/resource accesses. If
not set uses level 2 for front ends and level 1 for data
nodes.

Default value: not set

Only allow connections from these source ip addresses.
Specify acomma seperated list of ip address fragments.
A match isany ip address that starts with the specified
fragment. Example: '192.168.1." will match and allow a
connection from 192.168.1.45. Note that if thisoption is
used any address not specifically alowed will be denied.

Default value: not set

Deny connections from these source ip addresses. Spe-
cify acomma seperated list of ip address fragments. A
match is any ip address that starts with the specified frag-
ment. Example: '192.168.2." will match and deny a con-
nection from 192.168.2.45.

Default value: not set

Enable CAS authorization.

Default value: TRUE

Use GSI security on ipc channel.

Default value TRUE

Set GSI authorization mode for the ipc connection. Op-
tions are: none, host, self or subject: <subject>

Default value: host
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al  ow_anonynous <0| 1>
-aa
-al | ow anonynous

anonynous_nanes_al | owed <string>
-anonynous- nanes- al | owed <string>

anonynous_user <string>
-anonynous-user <string>

anonynous_group <string>
<string>

pw file <string>
-password-file <string>

connections_max <nunber >
-connecti ons- max <nunber >

connecti ons_di sabl ed <0| 1>
-connecti ons-di sabl ed

Allow cleartext anonymous access. If server is running
as root anonymous_user must also be set. Disablesipc
security.

Default value: FALSE

Comma seperated list of names to treat as anonymous
users when allowing anonymous access. If not set, the
default names of ‘anonymous’ and 'ftp' will be allowed.
Use *' to alow any username.

Default value: not set

User to setuid to for an anonymous connection. Only ap-
plies when running as root.

Default value: not set

Group to setgid to for an anonymous connection. If un-
set, the default group of anonymous_user will be used.

Default value: not set

Enable cleartext access and authenticate users against
this /etc/passwd formatted file.

Default value: not set

Maximum concurrent connections allowed. Only applies
when running in daemon mode. Unlimited if not set.

Default value: not set

Disable al new connections. Does not affect ongoing
connections. This would have be set in the configuration
file and then the server issued a SIGHUP in order to re-
load that config.

Default value: FALSE

Table 8.4. Logging Options

| og_l evel <string>
-d <string>
-l og-l evel <string>

| og_nodul e <string>
-1 og-nodul e <string>

Log level. A comma seperated list of levels from: 'ER-
ROR, WARN, INFO, DUMP, ALL'. Example: er-
ror,warn,info. You may also specify anumeric level of
1-255.

Default vaue: ERROR

globus_logging module that will be loaded. If not set,
logfile options apply.

Default value: not set
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| og_single <string>
-l <string>
-logfile <string>

| og_uni que <string>
-L <string>
-logdir <string>

| og_transfer <string>
-Z <string>
-l og-transfer <string>

_filemode <number >
g-fil emode <number>

di sabl e_usage_stats <0| 1>
- di sabl e-usage-stats

usage_stats_target <string>
-usage-stats-target <string>

Path of asinglefileto log all activity to. If neither this
option or log_unique is set, logs will be written to stderr
unless the execution mode is detached or inetd, in which
case logging will be disabled.

Default value: not set

Partial path to which ‘gridftp.(pid).log' will be appended
to construct the log filename. Example: -L /
var/log/gridftp/ will create a seperate log (/
var/log/gridftp/gridftp.xxxx.log ) for each process (which
isnormally each new client session). If neither this op-
tion or log_singleis set, logs will be written to stderr un-
less the execution mode is detached or inetd, in which
case logging will be disabled.

Default value: not set

Log netlogger style info for each transfer into thisfile.

Default value: not set

File access permissions of log files. Should be an octal
number such as 0644 (the leading O is required).

Default value: not set

Disable transmission of per-transfer usage statistics. See
the Usage Statistics section in the online documentation
for more information.

Default value: FALSE

Comma seperated list of contact strings for usage statist-
ics listeners.

Default value: not set

Table 8.5. Single and Striped Remote Data Node Options

renot e_nodes <string>
-r <string> _
-renot e- nodes <string>

dat a_node <0| 1>
-dn
- dat a- node

stripe_bl ocksi ze <nunber>
-sbs <nunber >
-stripe-bl ocksi ze <nunber >

Comma seperated list of remote node contact strings.

Default value: not set

This server is abackend data node.

Default value: FALSE

Size in bytes of sequentia data that each stripe will
transfer.

Default value: 1048576
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stripe_l ayout <number>
-sl <number >
-stripe-layout <nunber>

stripe_bl ocksi ze_| ocked <0| 1>
-stripe-bl ocksi ze- 1 ocked

stripe_l ayout _| ocked <0| 1>
-stripe-layout-I| ocked

Stripe layout. 1 = Partitioned, 2 = Blocked.

Default value: 2

Do not alow client to override stripe blocksize with the
OPTS RETR command

Default value: FALSE

Do not allow client to override stripe layout with the
OPTS RETR command

Default value: FALSE

Table 8.6. Network Options

bl ocksi ze <nunber >
-bs <nunber >
- bl ocksi ze <nunber >

sync_wites <0| 1>
-sync-writes

Size in bytes of datablocksto read from disk before
posting to the network.

Default value: 262144

Flush disk writes before sending a restart marker. This
attempts to ensure that the range specified in the restart
marker has actually been committed to disk. This option
will probably impact performance, and may result in dif-
ferent behavior on different storage systems. See the
manpage for sync() for more information.

Default value: FALSE

Table 8.7. Network Options

port <nunber>
-p <nunber>
-port <nunber>

control _interface <string>
-control -interface <string>

data_interface <string>
-data-interface <string>

Port on which afrontend will listend for client control
channel connections, or on which a data node will listen
for connections from a frontend. If not set arandom port
will be chosen and printed via the logging mechanism.

Default value: not set

Hostname or |P address of the interface to listen for con-
trol connections on. If not set will listen on all interfaces.

Default value: not set

Hostname or | P address of the interface to use for data
connections. If not set will use the current control inter-
face.

Default value: not set
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i pc_interface <string>
-ipc-interface <string>

host name <string>
-host name <string>

i pc_port <nunber >
-1 pc-port <nunber >

Hostname or |P address of the interface to use for ipc
connections. If not set will listen on all interfaces.

Default value: not set

Effectively setsthe above control_interface,
data_interface and ipc_interface options.

Default value: not set

Port on which the frontend will listen for data node con-
nections.

Default value: not set

Table 8.8. Timeouts

control _preauth_timeout <nunber>
-control - preauth-tineout <numnber>

control _idle_timout <nunber>
-control -idle-tineout <nunber>

i pc_idle_timeout <nunber>
-1 pc-idle-tineout <nunber>

i pc_connect _ti meout <nunber>
-1 pc-connect -ti neout <nunber >

Timein secondsto alow aclient to remain connected to
the control channel without activity before authenticat-

ing.
Default value: 120

Timein seconds to alow aclient to remain connected to
the control channel without activity.

Default value: 600

Idle time in seconds before an unused ipc connection
will close.

Default value: 600

Time in seconds before cancelling an attempted ipc con-
nection.

Default value: 60

Table 8.9. User Messages

banner <string>
- banner <string>

banner_file <string>
-banner-file <string>

banner _terse <0| 1>
- banner-terse

Message to display to the client before authentication.

Default value: not set

File to read banner message from.

Default value: not set

When thisis set, the minimum allowed banner message
will be displayed to unauthenticated clients.
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Default value: FALSE

) _ Message to display to the client after authentication.
| ogi n_nsg <string>

-l ogin-nmsg <string> Default value: not set

. : ) File to read login message from.
login_nsg_file <string>
ns |

-login-nmeg-file <string> Default value: not set

Table 8.10. Module Options

Data Storage Interface module to load. file and remote

l-ggid_ggir_inﬁdgl e <string> modules are defined by the server. Defaults to file unless
9 the 'remote’ option is specified, in which case the remote
DSl isloaded.

Default value: file

_ Comma seperated list of ERET/ESTO modulesto allow,
al : Iowedarmdgl es <string> and optionally specify an alias for. Example: mod-
-alloned-hodut es =string ulel,alias2:module2,module3 (module2 will be loaded

when a client asks for alias2).

Default value: not set

Table 8.11. Other

o ] Path to configuration file that should be loaded. Other-
configfile <string> wise will attempt to load
-¢ <string> $GLOBUS L OCATION/etc/gridftp.conf and /
etc/grid-security/gridftp.conf.

Default value: not set

_ Set the startup directory to the authenticated users home
use_hone_dirs <0| 1> dir
-use-hone-dirs '

Default value: TRUE

Sets options that make server easier to debug. Not re-

debug <0| 1> commended for production servers.
- debug

Default value: FALSE

Configuring the GridFTP server to run under xinetd/inetd

Note: The service name used (gsiftp in this case) should be defined in/ et ¢/ ser vi ces with the desired port.
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Here is a sample gridftp server xinetd config entry:

service gsiftp

i nstances = 100

socket _type = stream

wai t = no

user = root

env += GLOBUS_LOCATI ON=( gl obus_| ocati on)

env += LD_LI BRARY_PATH=( gl obus_Il ocation)/lib
server = (gl obus_Il ocation)/sbin/gl obus-gridftp-server
server_args = -i

| og_on_success += DURATI ON

ni ce = 10

di sabl e = no

}

Hereisasample gridftp server inetd config entry: (read as asingle line)

gsiftp stream tcp nowai t r oot /usr/ bin/env env \
GLOBUS_LOCATI ON=( gl obus_I ocat i on) \
LD LI BRARY_PATH=(gl obus_l ocation)/lib \
(gl obus_l ocati on)/shin/ gl obus-gridftp-server -i

41



Chapter 9. GT 4.0 Java WS Core : System
Administrator's Guide

Introduction

This guide contains advanced configuration information for system administrators working with Java WS Core. It
provides references to information on procedures typically performed by system administrators, including installa-
tion, configuring, deploying, and testing the installation.

I mportant

Thisinformation isin addition to the basic Globus Toolkit prerequisite, overview, installation, security con-
figuration instructions in the GT 4.0 System Administrator's Guide [ ../../admin/docbook/]. Read through
this guide before continuing!

Building and Installing

Java WS Coreisbuilt and installed as part of adefault GT 4.0 installation. For basic installation instructions, see the
GT 4.0 System Administrator's Guide [../../admin/docbook/]. No extrainstallation steps are required for this com-
ponent.

The following are optional instructions for more advanced types of installations. These are for those advanced users
who want to build the latest code from CV S or are just interested in the Java WS Core.

Building from source

1. Obtain the source code for Java WS Core:

From CVS.

a.  Toget the latest source from cvs execute:

cvs -d :pserver:anonymus@vs. gl obus. or g: / hone/ gl obdev/ CVS/ gl obus- packages \
checkout wsrf

b. Changeintothewsrf directory.

cd wsrf
From Core-only sourcedistribution.

a.  Untar or unzip the distribution archive.
tar xvfz ws-core-XXX-src.tar.gz
b. Changeinto the unpacked distribution directory.

cd ws-core- XXX

2. Set the GLOBUS_LOCATI ON environment variable to the absolute path of the target directory of your installa-
tion. On Windows:
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set GLOBUS_LOCATI ON=c:\gt4
On Unix/Linux:

setenv GLOBUS_LOCATI ON /soft/gt4/
or

export GLOBUS_LOCATI ON=/ sof t / gt 4/
If GLOBUS_LOCATI ONisnot set, ani nst al | directory will be created under the current directory.
3. Run:
ant all
Additional arguments can be specified on the ant command line to customize the build:
e -Dwi ndowsOnl y=f al se - generate launch scripts for standard Globustoolssuch asgri d- proxy-init,
etc. (Unix/Linux only)
e -Dall.scripts=true - generate Windows and Unix launch scripts

* -Denabl e. cont ai ner . desc - create and configure the container with a global security descriptor

Installing Core-only binary distribution

1. Untar or unzip the distribution archive.
tar xvfz ws-core-XXX-bin.tar.gz
2. Changeinto the unpacked distribution directory.
cd ws-core- XXX
3. Set the GLOBUS_LOCATI ON environment variable to the unpacked distribution directory. On Windows:
set GLOBUS_LOCATI ON=c:\gt4
On Unix/Linux:

setenv GLOBUS_LOCATI ON /soft/gt4/
or

export GLOBUS_LOCATI ON=/ sof t/ gt 4/

Note: Please make sure to have the JAAS [http://java.sun.com/products/jaas/index-10.html] library installed if run-
ning with J2SE 1.3.1.

Configuring

Configuration overview

Java WS Core provides per- gar configuration and supports configuration profiles. The configuration information
of aserviceis mainly encapsulated in two separate configuration files:
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» server-config. wsdd (Web Service Deployment Descriptor) - contains information about the web service.

* jndi-config.xm (INDI configuration file) - contains information about the resource management.

A servicethat support security might also havethesecuri ty-confi g. xm (security deployment descriptor) file.
Please see the Security Descriptor
[http://Iwww-unix.globus.org/toolkit/docs/4.0/security/authzframe/security _descriptor.html] page in the GT4 WS
Authorization Framework documentation for details.

All these configuration files are dropped into the $GLOBUS_LOCATI ON/ et ¢/ <gar . i d>/ directory during the de-
ployment process.

Syntax of the interface:

Global Configuration

The global properties are specified in the <gl obal Confi gur ati on> section of *ser ver-confi g. wsdd filesin
the $GLOBUS_LOCATI ON/ et ¢/ gl obus_wsrf _core/ directory. The configuration item name corresponds to the
"name" attribute in a<par amet er > sub element, and the valueis put asa"value" attribute within the same paramet-
er element.

Table 9.1. General configuration parameters

Name Value Description Comments

logicalHost <hostname> This parameter specifies the Optional
hostname to use instead of
the default local host. Itis
equivalent to setting the
GLOBUS_HOSTNANME envir-
onment property. Can be
FQDN or just hostname.

disableDNS <boolean> This parameter specifies Optiona
whether to perform DNS
lookup on thel ogi cal -
Host parameter. By default
"fal se" isassumed (DNS
lookup is performed).

domainName <domanin name> This parameter specifies the Optional
domain name to append to
the host name if the host
nameis not qualified by a
domain.

publishHostName <boolean> This parameter specifies Optional
whether to publish the host-
name or theip address. Itis
only used when DNS look-
ups are enabled (di s-
abl eDNS isfalse).

Table 9.2. Standalone/embedded container-specific configuration parameters
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Name Value Description Comments
container Threads <int> This parameter controlsthe Optional

initial thread pool size for
the container. By default it
issetto 5.

container ThreadsMax <int> This parameter setsthe Optional
maximum number of
threads for the container.
By default it isset to 4 * the
cont ai ner Thr ead setting.

container ThreadsHighWa-  <int> This parameter controls Optional
terMark when the thread pool of the

container should start

shrinking (if the number of

idle threads exceeds this

number). By default it is set

to 2 * thecont ai ner -

Thr ead setting.

Service Configuration

WSDD

An example of a deployment descriptor for a CounterService:

<servi ce name="Counter Servi ce" provider="Handl er"
use="literal" style="document">
<par anet er nane="cl assNane"
val ue="org. gl obus. wsrf. sanpl es. count er. Count er Servi ce"/ >
<par anet er nane="handl er Cl ass"
val ue="or g. gl obus. axi s. provi ders. RPCPr ovi der "/ >
<par anet er name="scope"
val ue="Appl i cation"/>
<wsdl Fi | e>shar e/ schenma/ cor e/ sanpl es/ count er/ count er _servi ce. wsdl </ wsdl Fi | e>
<par anet er nane="al | onedMet hodsCl ass"
val ue="com count er. Count er Port Type"/ >
<par anet er name="provi ders" val ue="
DestroyProvi der Set Termi nati onTi neProvi der Get RPProvi der
Subscri beProvi der Get Current MessageProvi der"/ >
</ service>

Services are defined in a<ser vi ce> element. The "name" attribute of the <ser vi ce> element defines the remotely
accessible name of the service. The service handle will have the form of <hosting environment URL >/foo, where:

» thehosting environment URL typically isht t p: / / <host >: <por t >/ wsr f/ servi ces.

» fooisthe name of the service (<servi ce name="foo" ...>).

The use attribute should be set to literal and the style attribute to document for all WSRF/WSN based services. The
configuration information for a serviceis defined by various <par anet er > sub-elements within a<ser vi ce> ele-

ment. The configuration item name corresponds to the "name" attributein a <par anet er > sub element, and the
valueis put asa"value" attribute within the same parameter element.

Table9.3. Axis Standard Parameters

‘ Name Value Description Comments
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className <class> This parameter specifiesa Required
class that implements the
web service methods.

handlerClass <class> This parameter specifies ~ Recommended in our envir-
what dispatcher touse,to  onment
dispatch arequest to a ser-

vice method. This paramet-
er isrequired if the pro-
vider attribute of the service
isset to Provi der . The de-
fault dispatcher we provide
iscalled
org.globus.axis.providers.R
PCProvider. It enables spe-
cial features such as opera-
tion providers or security
support.

scope <vaue> Scope value can be one of:  Application scope is recom-
Request (the default), Ap-  mended
plication, or Session. If Re-
quest scope is used, a new
service object is created for
each SOAP request that
comesin for the service. If
Application scope is used,
only asingle instance of the
service object is created and
used for all SOAP requests
that comein for the service.
If Session scopeisused, a
new service object is cre-
ated for each session-en-
abled client who accesses
the service. Note: Only Re-
guest and Application scope
is supported when used
with
org.globus.axis.providers.R
PCProvider handlerClass.

wsdlFile <path> This parameter pointstoa  Required in our environ-
wsdl file for the service. ment
Thewsdl file must contain
the wsdl: service entry. The
file location can be relative
or absolute. A relativefile
location is recommended.

allowedMethods <list of methods> This parameter specifiesa  Optional. By default all
space or comma separated methods are allowed.
list of method names that
can be called via SOAP.
"+ jndicates that al meth-
ods of the service class can
be invoked via SOAP.
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Table9.4. Java WS Core Parameters
Name Value Description Comments
loadOnStartup <boolean> If set to true this parameter  Optional

will cause the web service
and the corresponding Re-
sourceHome (if any) to be
initialized (with proper se-
curity settingsif con-
figured) at container star-
tup. Thisisuseful for re-
starting some tasks, etc. at
container startup without
having to call the service.
Please check the Lifecycle
and activation
[../../common/javawscore/d
eveloper-in-
dex.html#Activation] sec-
tion for details.

allowedMethodsClass <class> This parameter issimilar to  Optional
the allowedMethods stand-
ard Axis property but it
specifiesa Javaclass or an
interface that is introspec-
ted to come up with alist of
allowed methods that can
be called remotely on the
service. To isuseful to eas-
ily restrict the SOAP-
accessible methods of the
service. Usualy the class
specified in this parameter
would be the remote inter-
face class generated for the
service. This parameter
only has effect if used with
org.globus.axis.providers.R
PCProvider handlerClass.

providers <list of providers> This parameter specifiesa  Optional
space separated list of pro-
vider names or class hames.
Please see operation pro-
vider support
[../../common/javawscore/d
eveloper-in-
dex.html#s-javawscore-dev
eloper-OperationProvider]
section for details. This
parameter only has effect if
used with
org.globus.axis.providers.R
PCProvider handlerClass.
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Please see Custom Deployment [http://ws.apache.org/axigjaval/user-gui de.html#PublishingServiceswithAxis] for
details on Axis Web Services Deployment Descriptor.

JNDI

An example of a JNDI configuration bit for a CounterService:

<servi ce name="Count er Service">
<resource
nane="homne"
t ype="org. gl obus. wsrf. sanpl es. count er. Count er Hone" >
<r esour cePar ans>
<par anet er >
<name>f act or y</ nanme>
<val ue>or g. gl obus. wsrf.j ndi . BeanFact or y</ val ue>
</ par anet er >
<par anet er >
<name>r esour ceCl ass</ nanme>
<val ue>or g. gl obus. wsrf. sanpl es. count er. Per si st ent Count er </ val ue>
</ par anet er >
<par anet er >
<nane>r esour ceKeyNane</ nane>
<val ue>{http://counter.con}Count er Key</ val ue>
</ par anet er >
<par anet er >
<nane>r esour ceKeyType</ name>
<val ue>j ava. | ang. | nt eger </ val ue>
</ par anet er >
</ resour cePar ans>
</resource>
</ service>
Each servicein WSDD should have a matching entry in the INDI configuration file with the same name. Under each
service entry in INDI different resource objects or entries might be defined. Please see the INDI section
[../../common/javawscore/devel oper-index.html#s-javawscore-devel oper-JNDI Details] for details. Each service
entry in INDI should have aresource defined called " hone" . That resourceis the Resour ceHorre implementation
for the service (as specified by thet ype attribute). Depending on the Resour ceHonme implementation different op-
tions can be configured for the Resour ceHomre. Currently we have two main base Resour ceHone implementa-

tions: or g. gl obus. wsrf. i npl . Resour ceHonel npl andor g. gl obus. wsrf.inpl. Servi ceResour ceHone.

Note: All "home" resources must specify af act ory parameter with or g. gl obus. wsrf. j ndi . BeanFact ory
value.

ResourceHomelmpl

Thisimplementation is a generic Resour ceHorre implementation. It supports persistent resources, resource caching,
resource Sweeper, etc.

Table 9.5. Resour ceHomel mpl parameters

Name Value Description Comments

resour ceKeyName <gname> This parameter specifiesa Required

QName of the resource key.

The namespace is specified

inthe{}. For example, this

QName will be used to dis-

cover the SOAP header that

contains the key of the re-

source in the request.

resourceKeyType <class> This parameter specifies the Optional. Defaults to
type of theresourcekey as java. |l ang. String
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aJavaclass. The key XML
element is deserialized into
this Javatype. The Java
type can be for any simple
Javatype, Axis generated
bean, or aclasswith atype
mapping.

resourceClass <class> This parameter specifies the Required
classname of the resource
object. Thisis used to en-
sure that right type of re-
source object is added to re-
source home and to instan-
tiate the right object if re-

source supports persistence.
sweeper Delay <long> This parameter specifies Optional. Defaultsto 1
how often the resource minute
sweeper runsin milli-
seconds.
cachelLocation <jndi path> This parameter specifies the Optional

JINDI location of the re-
source cache for thisre-
source home. Please see
Configuring Resource

Cache below for details.

Configuring Resource Cache

If ResourceHomelmpl is configured with resource class that implements the PersistenceCallback interface it will
store the resource objects wrapped in Java SoftReference

[http://java.sun.com/j2se/1.4.2/docs/api/javall ang/ref/ SoftReference.html]. That allows the VM to automatically re-
claim these resource objects thus reducing the memory usage. Since the VM can decide to reclaim these objects at
any point sometimes a resource object can be reclaimed between two subsequent invocations on the same resource.
Thisfor example can cause the state of the resource to be reloaded from disk on each call. To prevent the VM from
reclaiming the resource objects so quickly a cache can be setup up to hold direct references to these objects. A basic
LRU (least recently used) cache implementation is provided. Other cache implementations can be used aslong as
they implement the org.globus.wsrf.utils.cache.Cache interface.

To configure a cache for ResourceHomel mpl first define a cache resource entry in JNDI:

<resource nanme="cache"
type="org. gl obus. wsrf.utils.cache. LRUCache" >
<r esour cePar ans>
<par anet er >
<name>f act or y</ nane>
<val ue>org. gl obus. wsrf.jndi . BeanFact ory</ val ue>
</ par anet er >
<par anet er >
<nane>t i meout </ nane>
<val ue>120000</ val ue>
</ par anet er >
</ resour cePar ans>
</ resource>

In this case aLRU cache is configured. The "timeout" parameter (in ms) is used to specify the idle time of the re-
source object before it is removed from the cache. The same cache resource can be reused in different services but
usually once cache per service will be configured.
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Once the cache resource entry is defined add the "cachelLocation" parameter to the service home resource. The
"cachelLocation" parameter value isthe JINDI name of the cache resource:

<servi ce nanme="Count er Servi ce">
<resour ce nane="hone" type="...">
<r esour cePar ans>

<par anet er >

<name>cachelocat i on</ nane>

<val ue>j ava: conp/ env/ servi ces/ Count er Ser vi ce/ cache</ val ue>
</ par anet er >

</ resour cePar ans>
</resource>

<resour ce nane="cache"
type="org. gl obus.wsrf.utils.cache. LRUCache" >

</ I’ esource>
</ service>
Please note that once the object is removed from the cache it is still up to the JVM to actually reclaim the object.

ServiceResourceHome

This implementation does not accept any special parameters.
Usage Statistics Configuration

Java WS Core container and other GT services are configured to send out usage statistics. Please see the usage stat-
istics section for more information.

The targets to which the usage statistics are sent to are configured viathe usageSt at i sti csTar get s parameter
defined in the <gl obal Confi gur at i on> section of the

$E.OBUS_LOCATI OV et ¢/ gl obus_wsrf_core/ server-config. wsdd file. TheusageSt ati sticsTargets
parameter specifies a space separated list of targets to which the usage statistics of various components will be sent
to. Each target is of form: host [ : port] (portisoptional, if not specified a default port will be assumed). By de-
fault usage statistics are sent to usage- st at s. gl obus. or g: 4810.

To disable sending of the usage statistics remove this parameter, comment it out, or remove all of itsvalues.
Configuration Profiles

Configuration profiles alow for the same Java WS Core installation to have multiple configurations. That is, the
same installation can be used to run different containers each with different configuration.

When agar fileis deployed [../../common/javawscore/devel oper-index.html#deployGar], a- Dpr of i | e option can
be specified to deploy the configuration files under a specific profile name. If the profile name is specified, the de-
ploy operation will drop the configuration file as

$GLOBUS_LOCATI OV et ¢/ <gar . i d>/ <prof i | e. name>- ser ver - confi g. wsdd and/or

$E.OBUS_LOCATI OV et ¢/ <gar . i d>/ <profi | e. name>-j ndi - confi g. xm . The configuration profiles can
also be created by hand simply by copying and/or renaming the configuration files appropriately. Each configuration
profile should duplicate the contents of $G.OBUS_LOCATI ON et c/ gl obus_wsrf _cor e/ server - confi g. wsdd
and $GLOBUS_LOCATI ON/ et ¢/ gl obus_wsrf _core/jndir-config.xm inorder to make the basic functional-
ity to work properly.

Once aconfiguration profile is created, the standal one container can be started
[../../common/javawscore/rn01re01.html] with a- pr of i | e option to load configuration files in a specific profile.

Deploying
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Recommended JVM settings for the container

It is recommended to increase the maximum heap size of the VM when running the container. By default on Sun
JVMs a64MB maximum heap size is used. The maximum heap size can be set using the - Xnmx JVM option. Ex-
ample:

$ setenv GLOBUS_CPTI ONS - Xnx512M
$ $G.OBUS_LOCATI ON/ bi n/ gl obus- st art-cont ai ner

The above example will make the container start with maximum heap size set to 512MB.

It is also recommended to experiment with other VM settings to improve performance. For example, the - ser ver
option on Sun JVMs enables a server VM which can deliver better performance for server applications.

Deploying into Tomcat
Please note that Tomcat 4.1.x and 5.0.x versions are supported. We recommend running Tomcat with Java 1.4.2+.

Note
Some GT services may not work properly in Tomcat.

To deploy Java WS Core installation into Tomcat run:

$ cd $G.OBUS_LOCATI ON
$ ant -f share/ gl obus_wsrf_conmmon/tontat/tonctat.xm depl oySecureTontat -Dtontat.dir=<toncat.dir>
Where <tomcat.dir> is an absolute path to the Tomcat installation directory.

In addition to the above steps you may have to edit <t ontat . di r >/ webapps/ wsr f / VEB- | NF/ web. xni if you
are running Tomcat on a non-default port, i.e. not using port 8443 (HTTPS). For example, if you run Tomcat on port
443 using HTTPS then the WSRF servlet entry should be modified as follows:

<web- app>

<servl et >
<servl et - nane>W5RFSer vl et </ ser vl et - name>
<di spl ay- nane>WSRF Cont ai ner Ser vl et </ di spl ay- nane>
<servl et-cl ass>
org. gl obus. wsrf. contai ner. Axi sServl et
</servlet-class>
<init-paranp
<par am nanme>def aul t Pr ot ocol </ par am nanme>
<par am val ue>ht t ps</ par am val ue>
</init-paran>
<init-paranp
<par am nane>def aul t Port </ par am nanme>
<par am val ue>443</ par am val ue>
</init-paran>
<l oad-on-startup>true</| oad-on-startup>
</servlet>

</ web- app>

Please see the Tomcat & Transport Security [../../security/message/admin-index.html#s-message-admin-depl oying]
documentation for security related Tomcat configuration steps.

Enabling local invocations
To enable local innovations (devel oper reference
[../../.common/javawscore/devel oper-index.html#s-javawscore-devel oper-L ocal Invocations]) in Tomcat you must
add axi s-url . j ar tothe CLASSPATH before starting Tomcat.

For example on Windows:
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> cd <tontat.dir>
> set CLASSPATH=<t ontat.dir>\conmon\li b\axis-url.jar
> bin\startup

On Unix/Linux (csh/tcsh):

$ cd <toncat.dir>
$ setenv CLASSPATH <tontat.dir>/comon/lib/axis-url.jar
$ bin/startup

Creating WAR file

Tocreatea. war of Java WS Core installation do:

$ cd $GLOBUS_LOCATI ON
$ ant -f share/ gl obus_wsrf_comon/tontat/tonctat.xm war -Dwar.file=<war.file>
Where <war .file> specifies an absolute path of the war file.

Please note that deploying awar file might not be enough to have aworking Java WS Core deployment. For ex-
ample, in some casesthe xal an. j ar must be placed in the endor sed directory of the container.

Testing

To execute Java WS Core tests first ensure Ant is configured with JUnit (To install JUnit with Ant copy the junit.jar
found in JUnit distribution to the SANT_HOME/lib directory).

To execute the test do the following:

1. Start the standalone container with - nosec argument:

$ cd $CGLOBUS_LOCATI ON
$ bin/ gl obus-start-container -nosec

2. Runtheinteroperability tests:

$ ant -f share/globus_wsrf_test/runtests.xm runServer \
-Dtests.jar=$GLOBUS_LOCATI OV | ib/wsrf_test_interop.jar

3.  Runthe unit tests:

$ ant -f share/globus_wsrf_test/runtests.xm runServer \
-Dtests.jar=$GLOBUS_LOCATI OV | i b/wsrf_test_unit.jar -DbasicTestsOnly=true

Please see the devel oper guide
[../../common/javawscore/devel oper-index.html#s-javawscore-devel oper-runningtests] for more information on run-
ning the tests and the testing infrastructure.

Security Considerations

Permissions of service configuration files

The service configuration files such asj ndi - confi g. xm or server - confi g. wsdd (located under
$GLOBUS_LOCATI OV et ¢/ <gar >/ directory) may contain private information such as database passwords, etc.
Ensure that these configuration files are only readable by the user that is running the container. The deployment pro-
cess automatically setsthe permissions of j ndi - confi g. xml and ser ver - conf i g. wsdd files as user readable
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only. However, this might not work correctly on al platforms and this does not apply to any other configuration
files.

Permissions of persistent data

The services using subscription persistence API or other basic persistence helper API will store al or part of its per-
sistent data under the ~/ . gl obus/ per si st ed directory. Ensure that the entire ~/ . gl obus/ per si st ed directory
isonly readable by the user running the container.

Invocation of non-public service functions

A client can potentially invoke a service function that is not formally defined in the WSDL but it is defined in the
service implementation class. There are two ways to prevent this from happening:
1. Defineall service methodsin your service class as either pri vat e or pr ot ect ed.

2. Configure appropriate al | owedMet hods or al | owedMet hodsCl ass parameter in the service deployment
descriptor (please see the section called “ Configuring " for details).

Troubleshooting

gl obus- st op- cont ai ner fails with an authorization error

By default gl obus- st op- cont ai ner must be executed with the same credentials as the container is running with.
If the ShutdownService or the container is configured with separate private key and certificate files (usually /
etc/grid-security/containercert.pemand/etc/grid-security/containerkey. pem do thefollow-
ing to stop the container:

$ grid-proxy-init -cert /etc/grid-security/containercert.pem)\
-key /etc/grid-security/containerkey. pem\
-out contal nerproxy. pem
$ setenv X509 _USER PROXY cont ai ner proxy. pem
$ gl obus- st op- cont ai ner
$ unsetenv X509 _USER PROXY
$ rm cont ai ner proxy. pem
Alternatively, the ShutdownService can be configured with a separate gridmap file to allow a set of usersto stop the

container. Please see the WS Authentication & Authorization [../../security/wsaa.html] section for details.

gl obus-start-contai ner hangs during startup

By default Sun 1.4.x+ JVMs are configured to use/ dev/ r andomdevice as an entropy source. Sometimes the ma-
chine can run out of entropy and applications (such as the container) using the/ dev/ r andomdevice will block until
more entropy is available. One workaround for thisissueisto configure the VM to use/ dev/ ur andom
(non-blocking) deviceinstead. For Sun VMsaj ava. securi ty. egd system property can be set to configure a dif-
ferent entropy source. To set the system property and passit to gl obus- st art - cont ai ner script do the follow-

ing:

export GLOBUS_OPTI ONS=- Dj ava. security. egd=fil e:/dev/urandom
or

setenv GLOBUS_OPTI ONS - Dj ava. security. egd=fil e:/dev/urandom
Note: This does not apply to Windows machines.

Programs fail with j ava. | ang. Nod assDef FoundError: javax/security/...
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errors
These errors might occur when running with J2SE 1.3.1 and the JAAS

[http://java.sun.com/products/jaas/index-10.html] library is not installed. Either install the JAAS
[http://java.sun.com/products/jaas/install_notes.html] library or upgrade to J2SE 1.4.x or higher.

General troubleshooting information
In genera, if you want to investigate a problem on your own please see the Debugging and Logging
[../../common/javawscore/devel oper-index. html#s-javawscore-devel oper-debugging] section for details on how to
turn on debugging. Also, please note that most of the command line clients have - debug option that will display
more detailed error messages including the error stack traces. Also, searching the mailing lists
[http://www-fp.globus.org/about/email -archive-search.html] such as discuss@globus.org
[mailto:discuss@gl obus.org] or devel oper-discuss@globus.org [ mailto:devel oper-discuss@globus.org] (before post-
ing amessage) can aso be very fruitful. Finally, if you think you have found a bug please report it in our Bugzilla
[http://bugzilla.globus.org/bugzillal] system. Please include as much as detail about the problem as possible.

Usage statistics collection by the Globus Alliance

The following usage statistics are sent by Java WS Core by default in a UDP packet (in addition to the Java WS
Core component code, packet version, timestamp, and the source | P address):

*  On container startup:

» container id - random number
e container type - standalone, servlet, or unknown
* event type - container startup

» list of services - service names only
*  On container shutdown:

e container id - random number
e container type - standalone, servlet, or unknown

e event type - container shutdown

If you wish to disable this feature, please see the Java WS Core System Administrator's Guide section on Usage
Statistics Configuration for instructions.

Also, please see our policy statement [http://www-unix.globus.org/toolkit/docs/4.0/Usage_Stats.html] on the collec-
tion of usage statistics.
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Introduction

This guide contains advanced configuration information for system administrators working with RFT. It provides
references to information on procedures typically performed by system administrators, including installation, config-
uring, deploying, and testing the installation.

I mportant

Thisinformation isin addition to the basic Globus Toolkit prerequisite, overview, installation, security con-
figuration instructions in the GT 4.0 System Administrator's Guide[../../admin/docbook/]. Read through
this guide before continuing!

RFT isused to perform third-party transfers across GridFTP servers. It uses a database to store its state periodically
so the transfers can be recovered from any failures. RFT uses standard grid security mechanisms for authorization
and authentication of the users. In order to effectively use RFT you should have installed and configured a database
with RFT database schemas and have the necessary security infrastructure in place to perform a 3rd party transfer.

Building and Installing

RFT isbuilt and installed as part of adefault GT 4.0 installation. For basic installation instructions, see the GT 4.0
System Administrator's Guide [ ../../Jadmin/docbook/]. No extra installation steps are required for this component.

The following are specialized instructions for advanced devel opers who want to deploy latest code from CVS:

Build RFT from CVS:

1. Configure your CVSROOT to point to globus cvs location.
2. Run:
cvs co ws-transfer

3. Run:

cd ws-transfer/reliable

4. Set GLOBUS LOCATION to point to your globus installation.

5. Run:
ant depl oy
Configuring

Required configuration: configuring the PostgreSQL database

PostgreSQL (Version 7.1 or greater ) needs to be installed and configured for RFT to work. Y ou can either use the
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packages which came with your operating system (RPMs, DEBS, ...) or build from source. We used PostgreSQL
version 7.3.2 for our testing and the following instructions are good for the same.

10.

11.

12.

13.

Install Postgresgl. Instructions on how to install/configure postgresql can be found here
[http://lwww.postgresgl .org/docs/manual §/].

Configure the postmaster daemon so that it accepts TCP connections. This can be done by adding -0 "-i" switch
to postmaster script (This can beinit.d script found in /etc/init.d/postgresql or /var/lib/ depending on how you
installed postgresqgl). Follow the intstructions here

[http://mww.postgresgl.org/docs/7.4/stati c/postmaster-start.html] to start the postmaster with -i option.

Now you need to set security on the database you are about to create. Y ou can do it by following the steps be-
low:

sudo vi /var/lib/pgsql/datal/pg_hba.conf andappend thefollowing lineto thefile:

host rftDatabase "usernane" "host-ip" 255.255.255. 255 trust

sudo /etc/init.d/ postgresqgl restart

Y ou will now need to create a postgresgl user that would connect to the database. Thisis usualy the account
under which the container is running. Y ou can create a postgresgl user by running the following command: su
postgres createruser globus .If yougetthefollowing error: psql : coul d not connect to
server: No such file or directory Is the server running locally and accepting con-

nections on Uni x domain socket "/tnp/.s.PGSQ.. 5432"? Thisgenerally meansthat 1. either your
postmaster is not started with -i option or 2. you did'nt restart the postmaster after above mentioned step

To create the database that is used for RFT, run ( asuser globus): cr eat edb rft Dat abase

To populate the RFT database with appropriate schemas, run; psql -d rft Dat abase -f

$GELOBUS_LOCATI ON shar e/ gl obus_wsrf _rft/rft_schema. sql Now that you have created a database
to store RFT's state, the following steps configure RFT to find the database:

Open $GLOBUS_LOCATI OV et c/ gl obus_wsrf_rft/jndi-config.xnl

Find the dbConf i gur at i on section under Rel i abl eFi | eTr ansf er Servi ce <ser vi ce> section.
Changetheconnecti onSt ri ng to point to the machine on which you installed Postgres and name of the data-
base you used in step 2. If you installed Postgres on the same machine as your Globusinstall, the default should
work fine for you.

Change the user Nane to the name of the user who owns/created the database and do the same for the pass-
word. (It also depends on how you configured your database.)

Don't worry about the other parametersin that section. The defaults should work fine for now.

Edit the configuration section under Rel i abl eFi | eTr ansf er Ser vi ce. There are two values that can be ed-
ited in this section.

e backO f : Timein secondsyou want RFT to backoff before afailed transfer isretried by RFT. Default
should work fine for now.

e maxActiveAl | oned: Thisisthe number of transfers the container can do at given point. Default should
be fine for now.
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Deploying

RFT isdeployed as part of a standard toolkit installation. Please refer to System Adminstrator's Guide
[../../admin/docbook/] for details.

Testing

Y ou need to checkout the tests from CV S because RFT tests are not included in the installer. Please follow these
stepsto run RFT unit tests:

RFT Testing

1. set $GLOBUS_LOCATI ON to point to your Globusinstall.
2. Start agridftp server on the machine you are running the tests on default port. This can be done by running:
$GLOBUS_LOCATI ON shi n/ gl obus-gri dftp-server -p 2811 &

3. Start the container with RFT deployed in it.

4, Edit 3GLOBUS LOCATION/globus wsrf_rft_test/test.properties. Put in appropriate values for properties like
authzValue(self or host), HOST - host ip of container, PORT- port on which container islistening, source-
Host,destinationsHost - hostnames of gridftp servers. The default values will work fineif you are running the
tests with a standard stand-alone container.

5.  The* xfrfilesin $GLOBUS LOCATION/share/globus wsrf rft_test/ are the transfer files that will be used in
the tests. Again the default values work fine if you followed the instructions so far.

6. Runthefollowing command which will run al the rft unit tests:
ant -Dtests.jar=$G.0BUS_LOCATI OV | i b/ gl obus_wsrf _rft_test.jar -f share/globus_wsrf_rft_test/runt
7. Runthefollowing command to generate the test-reports in html form:

ant -f share/globus_wsrf_rft_test/runtests.xm generateTestReport

Security Considerations

Permissions of service configuration files

The service configuration files such asj ndi - confi g. xm or server - confi g. wsdd (located under et ¢/ <gar >/
directory) contains private information such as database passwords and username. Ensure that these configuration
files are only readable by the user that is running the container.

The deployment process automatically sets the permissions of j ndi - confi g. xm andserver-confi g. wsdd files

as user readable only. However, this might not work correctly on al platforms and this does not apply to any other
configuration files.

Access of information stored in the database
RFT stores the transfer request in a database. Proper security measures need to be taken to protect the access of the

data by granting/revoking appropriate permissions on tables that are created for RFT use and other steps that are ap-
propriate and consistent with site specific security measures.

Permissions of persistent data
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RFT uses subscription persistence APl from GT4 core to store all of its subscription data under the ~/ . gl obus/ pe
rsi st ed directory. Ensure that the entire ~/ . gl obus/ per si st ed directory isonly readable by the user running
the container.

Troubleshooting

PostgreSQL not configured

Problem: If RFT is not configured properly to talk to a PostgreSQL database, you will see this message displayed on
the console when you start the container :

"Error creating RFT Hone: Failed to connect to database ...
Until this is corrected all RFT request will fail and all GRAMjobs that require staging will fail".

Solution: Usual mistake is Postmaster is not accepting TCP connections which means that you must restart Post-
master with -i option ( see the section called “Required configuration: configuring the PostgreSQL database”).

More verbose error mesSsages
Problem: Make RFT print more verbose error messages:

Solution: Edit $GLOBUS_L OCATION/container-logdj.properties and add following line to it:
| og4j . cat egory. org. gl obus. t ransf er =DEBUG . For more verbosity add
| og4j . cat egory. org. gl obus. f t p=DEBUG which will print out Gridftp messages too.

RFT fault-tolerance and recovery

RFT uses PostgreSQL to check-point transfer state in the form of restart markers and recover from transient transfer
failures, using retry mechanism with exponential backoff, during atransfer. RFT has been tested to recover from
source and/or destination server crashes during atransfer, network failures, container failures ( when the machine
running the container goes down ), file system failures, etc. RFT Resource isimplemented as a PersistentResource,
so ReliableFileTransferHome gets initialized every time a container gets restarted. Please find more detailed descrip-
tion of fault-tolerance and recovery in RFT below:

» Source and/or destination GridFTP failures: In this case RFT retries the transfer for a configurable number of
maximum attempts with exponential backoff for each retry (the backoff time period is configurable, also). If a
failure happensin the midst of atransfer, RFT usesthe last restart marker that is stored in the database for that
transfer and uses it to resume the transfer from the point where it failed instead of restarting the whole file again.
Thisfailureis treated as a container-wide backoff for the server in question. What that meansis that all other
transfers going to/from that server, across al the requestsin a container, will be backed off and retried. Thisis
done in order to prevent further failures of the transfers by using knowledge available in the database.

» Network failures. Sometimes this happens due to heavy load on a network or for any other reason packets are
lost or connections get timed out. Thisfailureis considered atransient failure and RFT retries the transfer with
exponential backoff for that particular transfer (and not the whole container as with the source and/or destination
GridFTP failures).

e Container failures: These type of failures occur when the machine running the container goes down or if the con-

tainer isrestarted with active transfers. When the container is restarted, it restarts ReliableTransferHome which
looks at the database for any active RFT resources and restarts them.

Failure modes that are not addressed:

58



Chapter 10. GT 4.0 Reliable File Transfer (RFT) Service: Sys-
tem Administrator's Guide

*  Running out of disk space for the database.

Usage statistics collection by the Globus Alliance

The following usage statistics are sent by default in a UDP packet at the end of life time of each RFT Resource (or
when a RFT resource is destroyed).

» Total number of filestransferred by RFT since RFT isinstalled

e Total number of bytestransferred by RFT since RFT isinstalled

e Total number of filestransferred in this RFT Resource

e Total number of bytes transferred in this RFT Resource

» Creation time of this RFT Resource

e Factory Start Time

We have made a concerted effort to collect only datathat is not too intrusive or private, and yet still provides us with
information that will help improve the GRAM component. Nevertheless, if you wish to disable this feature, please
see the Java WS Core System Administrator's Guide section on Usage Statistics Configuration
[http://www-unix.globus.org/toolkit/docs/4.0/common/javawscore/admin-index.html#s-javawscore-Interface_Confi

g_Frag-usageStatisticsTargets] for instructions.

Also, please see our policy statement [http://www-unix.globus.org/toolkit/docs/4.0/Usage_Stats.html] on the collec-
tion of usage statistics.
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Introduction

This guide contains advanced configuration information for system administrators working with WS GRAM. It
provides references to information on procedures typically performed by system administrators, including installa-
tion, configuring, deploying, and testing the installation. It also describes additional prerequisites and host settings
necessary for WS GRAM operation. Readers should be familiar with the Key Concepts
[../../execution/key/index.html] and Implementation Approach [../../execution/key/WS _GRAM _Approach.html] for
WS GRAM to understand the motivation for and interaction between the various deployed components.

I mportant

Theinformation in this WS GRAM Admin Guideisin addition to the basic Globus Toolkit prerequisite,
overview, installation, security configuration instructionsin the GT 4.0 System Administrator's Guide
[../../admin/docbook/]. Read through this guide before continuing!

Building and Installing

WS GRAM isbuilt and installed as part of adefault GT 4.0 installation. For basic installation instructions, see the
GT 4.0 System Administrator's Guide [../../admin/docbook/].

Installation Requirements

Transport Level Security (TLS)

In order to use WS GRAM, the container must be started with Transport Level security. The "-nosec" option should
*not* be used with gl obus- st art -cont ai ner.

Functioning sudo

WS GRAM requiresthat the sudo command isinstalled and functioning on the service host where WS GRAM soft-
ware will execute.

Authorization rules will need to be added to the sudoer s file to alow the WS GRAM service account to execute
(without a password) the scheduler adapter in the accounts of authorized GRAM users. For configuration details, see
the Configuring sudo section.

Platform Note: On AlX, sudo is not installed by default, but it is available as source and rpm here: AlX 5L Toolbox
for Linux Applications [http://www-1.ibm.com/servers/ai x/products/aixos/linux/download.html]

Local scheduler

WS GRAM depends on alocal mechanism for starting and controlling jobs. Included in the WS GRAM software is
aFork "scheduler”, which requires no special software installed to execute jobs on the local host. However, to en-
able WS GRAM to execute and manage jobs to a batch scheduler, the scheduler software must be installed and con-
figured prior to configuring WS GRAM. The WS GRAM scheduler adapters (interface to the batch schedulers) in-
cluded in the GT 4.0 release are: PBS [http://www.openpbs.org/], Condor [http://www.cs.wisc.edu/condor/], LSF
[http://www . platform.com/products/L SF/] Scheduler adapters that we have For configuration details, see the Config-
uring scheduler adapters section.

Other scheduler adapters that we know of are: Sun Grid Engine [http://www.lesc.ic.ac.uk/projects/ SGE-GT4.html]
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Reliable File Transfer Service (RFT)

WS GRAM depends on RFT to perform file staging and cleanup directivesin ajob description. For configuration
details, see the RFT admin guide [../../data/rft/admin-index.html] Important: Jobs requesting these functions will fail
if RFT is not properly setup.

Configuring
Typical Configuration

Configuring sudo

When the credentials of the service account and the job submitter are different (multi user mode), then GRAM will
prepend a call to sudo to the local adapter callout command. Important: If sudo is not configured properly, the com-
mand and thus job will fail.

Asroot, here are the two lines to add to the /etc/sudoers file for each GLOBUS LOCATION installation, where/
opt/globus/GT4.0.0 should be replaced with the GLOBUS LOCATION for your installation:

# G obus GRAM entries

gl obus ALL=(usernanel, user nane2)
NOPASSWD: / opt/ gl obus/ GT4. 0. 0/ | i bexec/ gl obus- gri dnmap- and- execut e
-g /etc/grid-security/grid-napfile
[ opt/ gl obus/ GT4. 0. 0/ | i bexec/ gl obus-j ob- manager -script.pl *

gl obus ALL=(usernanel, user nane2)
NOPASSWD: / opt/ gl obus/ GT4. 0. 0/ | i bexec/ gl obus- gri dnmap- and- execut e
-g /etc/grid-security/grid-nmapfile
[ opt/ gl obus/ GT4. 0. 0/ | i bexec/ gl obus-gram | ocal - proxy-tool *

Thegl obus- gri dmap- and- execut e program is used to ensure that GRAM only runs programs under accounts
that are in the grid-mapfile. In the sudo configuration, it isthe first program called before any other program. It
looks up the account in the grid-mapfile and then runs the requested command. It is redundant if sudo is properly
locked down. Thistool could be replaced with your own authorization program.

Configuring Scheduler Adapters

The WS GRAM scheduler adaptersincluded in the release tarball are: PBS, Condor and LSF. To install, follow
these steps (shown for pbs):

% cd $GLOBUS_LOCATI ON\ gt 4. 0. 0-al | -source-installer
% make gt 4-gram pbs

% nake install

Using PBS as the example, make sure the scheduler commands are in your path (gsub, gstat, pbsnodes).

For PBS, another setup step is required to configure the remote shell for rsh access:

% cd $GLOBUS_LOCATI OV set up/ gl obus

% . / set up- gl obus-j ob- manager - pbs --renote-shel |l =rsh

The last thing isto define the GRAM and GridFTP file system mapping for PBS. A default mapping in thisfileis
created to allow simple jobs to run. However, the actua file system mappings for your compute resource should be
entered to ensure:
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» filesstaging is performed correctly

Done! You have added the PBS scheduler adapters to your GT installation.

Note for future GT builds with scheduler adpaters: scheduler adapters can be enabled by adding -
-enable-wsgram-pbs to the configure line when building the entire toolkit.

% configure --prefix=$G.OBUS_LCOCATI ON - - enabl e-wsgram pbs ...
% nake
% make install

Non-default Configuration

Non-default Credentials

To run the container using just a user proxy, instead of host creds, ssmply comment out the ContainerSecDesc para-
meter in thisfile $GLOBUS_LOCATI ON/ et ¢/ gl obus_wsrf _cor e/ server-confi g. wsdd asfollows:

<l--
<par anet er _
name="cont ai ner SecDesc"

val ue="et ¢/ gl obus_wsrf_core/ gl obal _security_descriptor.xm"/>
-->

Running in personal mode (user proxy), another GRAM configuration setting is required. For GRAM to authorize
the RFT service when performing staging functions, it needs to know the subject DN for verification. Here are the
steps:

% cd $G.OBUS_LOCATI OV set up/ gl obus
% ./ set up-gram servi ce-comon --stagi hg-subj ect =
"/ DC=or g/ DC=doegri ds/ OU=Peopl e/ CN=St uart Martin 564720"

Y ou can get your subject DN by running this command:

% grid-cert-info -subject
Non-default GridFTP server
By default, the GridFTP server is assumed to run as root on localhost:2811. If thisis not true for your site then
change it by editting the GridFTP host and/or port in the GRAM and GridFTP file system mapping config file:
$CLOBUS_LOCATI OV et ¢/ gram servi ce/ gl obus_gram fs_map_config. xm .
Non-default container port

By default, the globus services will assume 8443 is the port the Globus container is using. However the container
can be run under a non-standard port, for example:

% gl obus-start-container -p 4321
When doing this, GRAM needs to be told the port to use to contact the RFT service, like so:

% cd $GLOBUS_LOCATI OV set up/ gl obus
% ./ set up-gram servi ce-comon --stagi ng- port="4321"

Non-default gridmap

If you wish to specify a non-standard gridmap file in amulti-user installation, two basic configurations need to be
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changed:

* $GLOBUS_LOCATION/etc/globus wsrf_core/global_security _descriptor.xml

« Asgpecified in the gridmap config
[../../security/authzframe/security _descriptor.html#s-authzframe-secdesc-configGridmap] instructions, add a
<gridmap value="..."/> element to the file appropriately.

e Jetc/sudoers

e Changethefile path after all -g options

-g /path/to/grid-mapfile

Example: global_security descriptor.xml

<gri dmap val ue="/opt/grid-mapfile"/>

sudoers

# d obus GRAM entries

gl obus

gl obus

ALL=(user nanel, user nane2)

NOPASSWD: / opt / gl obus/ GT4. 0. 0/ | i bexec/ gl obus- gri dmap- and- execut e
-g /opt/grid-mapfile

[ opt/ gl obus/ GT4. 0. 0/ | i bexec/ gl obus-j ob- manager -script.pl *
ALL=(usernanel, user nane2)

NOPASSWD: / opt/ gl obus/ GT4. 0. 0/ | i bexec/ gl obus- gri dmap- and- execut e
-g /opt/grid-mapfile

/ opt/ gl obus/ GT4. 0. 0/ 1 i bexec/ gl obus-gram | ocal - pr oxy-tool *

Non-default job resource limit

The current limit on the number of job resources (both exec and multi) allowed to exist at any one timeis 1000. This
limit was chosen from scal ability tests as an appropriate precaution to avoid out-of-memory errors. To change this
value to, say, 150, use the setup-gram-service-common script as follows:

% cd $G.OBUS_LOCATI OV set up/ gl obus
% ./ setup-gram servi ce-comon --nax-job-limt="150"

Deploying

WS GRAM is deployed as part of a standard toolkit installation. Please refer to the GT 4.0 System Adminstrator's
Guide[../../ladmin/docbook/] for details.

Testing
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See the WS GRAM User's Guide [ ../../execution/wsgram/user-index.html#s-wsgram-user-usagescenarios] for in-
formation about submitting atest job.

Security Considerations

No specia security considerations exist at thistime.

Troubleshooting

The job manager detected an invalid script response

e Check for arestrictive umask. When the service writes the native scheduler job description to afile, an overly re-
strictive umask will cause the permissions on the file to be such that the submission script run through sudo as
the user cannot read the file (bug #2655).

Usage statistics collection by the Globus Alliance

The following usage statistics are sent by default in a UDP packet (in addition to the GRAM component code, pack-
et version, timestamp, and source | P address) at the end of each job (i.e. when Done or Failed state is entered).

» job creation timestamp (helps determine the rate at which jobs are submitted)

» scheduler type (Fork, PBS, LSF, Condor, €tc...)

» jobCredential Endpoint present in RSL flag (to determine if server-side user proxies are being used)

» fileStageln present in RSL flag (to determine if the staging in of filesis used)

» fileStageOut present in RSL flag (to determine if the staging out of filesis used)

» fileCleanUp present in RSL flag (to determine if the cleaning up of filesis used)

» CleanUp-Hold requested flag (to determineif streaming is being used)

e jobtype (Single, Multiple, MPI, or Condor)

* gt2 error codeif job failed (to determine common scheduler script errors users experience)

» fault classnameif job failed (to determine general classes of common faults users experience)

If you wish to disable this feature, please see the Java WS Core System Administrator's Guide section on Usage
Statistics Configuration

[http://Iwww-unix.globus.org/tool kit/docs/4.0/common/javawscore/admin-index.html#s-javawscore-Interface_Confi
g_Frag-usageStatisticsTargets] for instructions.

Also, please see our policy statement [http://www-unix.globus.org/toolkit/docs/4.0/Usage_Stats.html] on the collec-
tion of usage statistics.

Configuration interface

Locating configuration files

All the GRAM service configuration files are located in subdirectories of the $GLOBUS_LOCATI ON et ¢ directory.
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The names of the GRAM configuration directories al start with gr am ser vi ce. For instance, with a default
GRAM installation, the command line;

%I|s etc | grep gramservice
gives the following output:

gram service
gram servi ce- Fork
gram service-Mil ti

Web service deployment configuration

Thefile $3GLOBUS_LOCATI OV et ¢/ gr am ser vi ce/ server - confi g. wsdd contains information necessary to de-
ploy and instantiate the GRAM services in the Globus container.

Three GRAM services are deployed:

» ManagedExecutableobService: service invoked when querying or managing an executable job
» ManagedMultiJobService: service invoked when querying or managing a multijob

* ManagedJobFactoryService: service invoked when submitting ajob

Each service deployment information contains the name of the Java service implementation class, the path to the
WSDL servicefile, the name of the operation providers that the service reuses for its implementation of WSDL -
defined operations, etc. More information about the service deployment configuration information can be found here
[http://www-unix.globus.org/toolkit/docs/4.0/common/javawscore/Java WS _Core_Public_Interfaces.html#config].

JNDI application configuration

The configuration of WSRF resources and application-level service configuration not related to service deployment
is contained in JNDI [http://java.sun.com/products/jndi/] files. The INDI-based GRAM configuration is of two
kinds:

Common job factory configuration

Thefile $GLOBUS_LOCATI OV et ¢/ gr am ser vi ce/ j ndi - confi g. xm contains configuration information that is
common to every local resource manager.

More precisely, the configuration data it contains pertains to the implementation of the GRAM WSRF resources
(factory resources and job resources), as well asinitial values of WSRF resource properties that are always pub-
lished by any Managed Job Factory WSRF resource.

The datais categorized by service, because according to WSRF, in spite of the service/resource separation of con-
cern, agiven service will use only one XML Schematype of resource. In practice it is therefore clearer to categorize
the configuration resource implementation by service, even if theoretically speaking a given resource implementa-
tion could be used by several services. For more information, refer to the Java WS Core documentation
[http://www-unix.globus.org/toolkit/docs/4.0/common/javawscore/index.html].

Hereisthe decomposition, in INDI objects, of the common configuration data, categorized by service. Each

XY ZHome object contains the same Globus Core-defined information for the implementation of the WSRF re-
source, such as the Java implementation class for the resource (r esour ced ass datum), the Java classfor the re-
source key (r esour ceKeyType datum), etc.

» ManagedExecutableJobService
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* ManagedExecutableJobHome: configuration of the implementation of resources for the service.
* ManagedMultiJobService

*  ManagedMultiJobHome: configuration of the implementation of resources for the service
» ManagedJobFactoryService

« FactoryServiceConfiguration: this encapsulates configuration information used by the factory service. Cur-
rently thisidentifies the service to associate to a newly created job resource in order to create an endpoint
reference and return it.

* ManagedJobFactoryHome: implementation of resources for the service resourceClass

« FactoryHomeConfiguration: this contains GRAM application-level configuration datai.e. values for resource
properties common to all factory resources. For instance, the path to the Globus installation, host information
such as CPU type, manufacturer, operating system name and version, etc.

Local resource manager configuration

When a SOAP call is made to a GRAM factory service in order to submit ajob, the call is actually made to a GRAM
service-resource pair, where the factory resource represents the local resource manager to be used to execute the job.

Thereis onedirectory gr am ser vi ce- <manager >/ for each local resource manager supported by the GRAM in-
stallation.

For instance, let's assume the command line:

%I|s etc | grep gramservice-
gives the following output:

gram servi ce- Fork
gram servi ce- LSF
gram service- Ml ti

In this example, the Multi, Fork and L SF job factory resources have been installed. Mul ti isaspecial kind of local
resource manager which enables the GRAM services to support multijobs
[http://www-unix.globus.org/tool kit/docs/4.0/executi on/wsgram/user/managed-job-globusrun.html#multijobs].

The INDI configuration file located under each manager directory contains configuration information for the
GRAM support of the given local resource manager, such as the name that GRAM uses to designate the given re-
source manager. Thisisreferred to as the GRAM name of the local resource manager.

For instance, $GLOBUS_LOCATI OV et ¢/ gr am ser vi ce- For k/ j ndi - confi g. xnl contains the following XML
element structure:

<servi ce name="ManagedJobFact oryServi ce">
<!-- LRMconfiguration: Fork -->
<resource
nanme="For kResour ceConfi gur ati on"
type="org. gl obus. exec. service. factory. Fact or yResour ceConfi gurati on">
<r esour cePar ans>
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<par amet er >
<nane>
| ocal Resour ceManager Nane
</ nane>
<val ue>
For k
</ val ue>
</ par anet er >
<par anet er >
<nane>
scratchbDirectory
</ nane>
<val ue>
${ GLOBUS_USER_HOVE}
</ val ue>
</ par anet er >
</ resour cePar ans>
</ resource>
</ service>

In the example above, the GRAM name of the local resource manager is For k. This value can be used with the
GRAM command line client in order to specify which factory resource to use when submitting ajob. Similarly, itis
used to create contruct an endpoint reference to the chosen factory service-resource pair when using the GRAM cli-
ent API.

In the example above, the scratchDirectory is set to ${ GLOBUS_USER HOVE} . Thisisthe default setting, it can be

configured to point to an alternate netowrk file sustem path that is common to the compute cluster and istypically
less reliable (auto purging), while offering a greater amount of disk space. (e.g. /scratch)

Security descriptor
Thefile $GLOBUS_LOCATI OV et ¢/ gr am ser vi ce/ managed- j ob-factory-security-config. xm contains
the Core security configuration for the GRAM ManagedJobFact ory service:

» default security information for all remote invocations, such as:

» theauthorization method, based on a Gridmap file (in order to resolve user credentials to local user names)

 limited proxy credentialswill be rejected

e security information for the cr eat eManagedJob operation
Thefile $GLOBUS_LOCATI OV et ¢/ gr am ser vi ce/ managed- j ob-securi ty-confi g. xm containsthe Core
security configuration for the GRAM job resources:

* Thedefaultisto only alow the identity that called the createM anagedJob operation to access the resource.

Note: GRAM does not override the container security credentials defined in
$GLOBUS_LOCATI OV et ¢/ gl obus_wsrf _core/ gl obal _security_descri ptor.xm . These are the creden-
tials used to authenticate all service requests.

GRAM and GridFTP file system mapping

Thefile $GLOBUS_LOCATI OV et ¢/ gr am ser vi ce/ gl obus_gram fs_map_confi g. xm containsinformation
to associate local resource managers with GridFTP servers. GRAM uses the GridFTP server (via RFT) to perform
all file staging directives. Since the GridFTP server and the Globus service container can be run on separate hosts, a

67



Chapter 11. GT 4.0 WS GRAM : System Administrator's
Guide

mapping is needed between the common file system paths of these 2 hosts. This enables the GRAM servicesto re-
solvefile:/// staging directivesto the local GridFTP URLSs.

below is the default Fork entry. mapping ajobPath of / to ftpPath of / will alow any file staging directive to be at-
tempted.

<map>
<schedul er >For k</ schedul er >
<ftpServer>
<pr ot ocol >gsi ft p</ prot ocol >
<host >nyhost . or g</ host >
<port>2811</ port >
</ftpServer>
<mappi ng>
<] obPat h>/ </ j obPat h>
<ft pPat h>/ </ ft pPat h>
</ mappi ng>
</ map>

For a scheduler, where jobs will typically run on a compute node, a default entry is not provided. This means staging
directives will fail until amapping is entered. Hereis an example of acompute cluster with PBS installed and has 2
common mount points between the front end host and the GridFTP server host.

<map>
<schedul er >PBS</ schedul er >
<ftpServer>
<pr ot ocol >gsi ft p</ pr ot ocol >
<host >nyhost . or g</ host >
<port>2811</port>
</ftpServer>
<mappi ng>
<] obPat h>/ pvf s/ nount 1/ user s</ j obPat h>
<f t pPat h>/ pvf s/ nount 2/ user s</ f t pPat h>
</ mappi ng>
<mappl ng>
<] obPat h>/ pvf s/ j obhone</j obPat h>
<f t pPat h>/ pvf s/ ftphone</ft pPat h>
</ mappi ng>
</ map>

The file system mapping schemadoc is here
[http://www-unix.globus.org/tool kit/docs/4.0/execution/wsgram/schemas/gram_fs map.html].

Scheduler-Specific Configuration Files

In addition to the service configuration described above, there are scheduler-specific configuration files for the
Scheduler Event Generator modules. These files consist of name=value pairs separated by newlines. These files are:

Table 11.1. Scheduler-Specific Configuration Files

$GLOBUS_LOCATION/etc/globus-fork.conf
Configuration for the Fork SEG modul e implementation.

The attributes names for thisfile are:

log_path Path to the SEG Fork log (used by
the globus-fork-starter and the SEG).
The value of this should be the path
to aworld-writable file. The default
value for this created by the Fork
setup packageis
$GLOBUS _LOCATION/var/globus-
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fork.log. Thisfile must be readable
by the account that the SEG isrun-
ning as.

$GLOBUS_L OCATION/etc/globus-condor.conf
Configuration for the Condor SEG module implementa-
tion. The attributes names for thisfile are:

log_path Path to the SEG Condor log (used by
the Glo-
bus::GRAM ::JobM anager::condor
perl module and Condor SEG mod-
ule. The value of this should be the
path to a world-readable and world-
writable file. The default value for
this created by the Fork setup pack-
ageis
$GLOBUS _LOCATION/var/globus-
condor.log

$GLOBUS LOCATION/etc/globus-pbs.conf
Configuration for the PBS SEG module implementation.

The attributes names for thisfile are;

log_path Path to the SEG PBS logs (used by
the Glo-
bus::GRAM::JobManager::pbs perl
module and PBS SEG module. The
value of this should be the path to the
directory containing the server logs
generated by PBS. For the SEG to
operate, these files must havefile
permissions such that the files may
be read by the user the SEG is run-
ning as.

$GLOBUS_L OCATION/etc/globus-Isf.conf
Configuration for the PBS SEG module implementation.

The attributes names for thisfile are;

log_path Path to the SEG L SF log directory.
Thisisused by the L SF SEG mod-
ule. The value of this should be the
path to the directory containing the
server logs generated by LSF. For
the SEG to operate, these files must
have file permissions such that the
files may be read by the user the
SEG isrunning as.
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Introduction

This guide contains advanced configuration information for system administrators working with GS|-OpenSSH. It
provides references to information on procedures typically performed by system administrators, including installa-
tion, configuring, deploying, and testing the installation.

I mportant

Thisinformation isin addition to the basic Globus Toolkit prerequisite, overview, installation, security con-
figuration instructions in the GT 4.0 System Administrator's Guide [ ../../admin/docbook/]. Read through
this guide before continuing!

This guide is meant solely to cover the GS| aspects of GSI-OpenSSH, and is hot meant to be a full manual for
OpenSSH itself. Please refer to the OpenSSH Home Page [http://www.openssh.org/] for general documentation for
OpenSSH.

Building and Installing

GSI-OpenSSH is built and installed as part of adefault GT 4.0 installation. For basic installation instructions, see
the GT 4.0 System Administrator's Guide[../../../admin/docbook/]. No extrainstallation steps are required for this
component.

Y ou can optionally pass build-time configure options to the GSI-OpenSSH package using the --with-gsiopensshargs
option when running configure for your GT 4.0 installation. For example:

.lconfigure --prefix=$HOVE gl obus
--Wwi t h-gsi opensshargs="--wi t h- pant

No options are typically needed for client-only installations, but options are often needed for full server functional-
ity. The following table lists suggested options for different platforms.

Table 12.1. GSI-OpenSSH build arguments

Platform Configuration

Linux --with-pam --with-md5-passwords --with-tcp-wrappers
Solaris --with-pam --with-md5-passwords --with-tcp-wrappers
Irix --with-tcp-wrappers

AlX --with-tcp-wrappers

Note: If you enable PAM support with the --with-pam configuration option, be sure to also set "UsePAM yes" in
$GLOBUS LOCATION/etc/ssh/sshd_config after installation.

If you have an already configured and installed system-wide SSHD and you would like your build of GSI-OpenSSH
to behave similarly, investigate the configure options available in GSI-OpenSSH and select those options that would
add the functionality that your current SSHD possesses. Be aware that since GSI-OpenSSH is based on OpenSSH,
the standard set of functionality is turned on by default.

Please do not attempt to override the following options:

70



../../admin/docbook/
http://www.openssh.org/
../../../admin/docbook/

Chapter 12. GT 4.0 GSI-OpenSSH: System Administrator's
Guide

--prefix
--sysconfdir
--wi t h-gl obus
--wi t h-gl obus-fl avor
--wWith-ssl-dir

Configuring

The GSl-enabled OpenSSH software isinstalled with adefault set of configuration files, described below. Y ou may
want to modify thessh_conf i g file before using the clients and the sshd_conf i g file before using the server.

If the GSI-enabled OpenSSH install script found existing SSH key pairs, it will create symbolic links to them rather
than generating new key pairs. The SSH key pairs are not required for GSI authentication. However, if you wish to
support other SSH authentication methods, make sure the sshd (running as root) can read the key pair files (i.e., be-
ware of NFS mounts with root_squash). If running multiple sshds on a system, we recommend configuring them so
they all use the same key pairs (i.e., use symbolic links) to avoid client-side confusion.

e $GLOBUS_LOCATI ON et c/ ssh/ nodul i

moduli is some crypto parameter for generating keys.

e $G.OBUS_LOCATI ON et c/ ssh/ssh_config
ssh_config contains options that are read by ssh, scp, and sftp at run-time. Theinstalled version is
the default provided by OpenSSH, with X11Forwarding enabled. Y ou may need to customize this
file for compatibility with your system SSH installation (i.e., compare with /etc/ssh/ssh_config).

e $G.OBUS_LOCATI OV et c/ ssh/ ssh_host _key[ . pub]

Y our system's RSA public-/private-key pair for SSH protocol 1 communications.

* $GEL.OBUS_LOCATI OV et c/ ssh/ ssh_host _dsa[ . pub]

Y our system's DSA public-/private-key pair for SSH protocol 2 communications.

e $GLOBUS_LOCATI ON et c/ ssh/ ssh_host _rsa[ . pub]

Y our system’'s RSA public-/private-key pair for SSH protocol 2 communications.

e $G.OBUS_LOCATI OV et c/ ssh/ ssh_prng_cnds

ssh_prng_cmds contains paths to a number of files that ssh-keygen may need to use if your system
does not have a built-in entropy pool (like /dev/random).

e $CGLOBUS_LOCATI ON et c/ ssh/ sshd_config

sshd_config contains options that are read by sshd when it starts up. The installed version is the
default provided by OpenSSH, with X11Forwarding enabled. Y ou may need to customize thisfile
for compatibility with your system SSH installation (i.e., compare with /etc/ssh/sshd_config). For
example, to enable PAM authentication, you will need to set "UsePAM yes' in thisfile.
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Deploying

10.

Testing

Toinstall the GSI-Enabled OpenSSH Server on most systems, you must be a privileged user, such as root.

sh$ /bin/su - root
Note: If your system functions like this and you attempt to run these commands as a user other than root, these
commands should fail.

(optional) Start a copy of your system's currently running SSH server on an alternate port by running, eg.

sh# /usr/sbhin/sshd -p 2000 &

Y ou may then choose to log in to this server and continue the rest of these steps from that shell. We recom-
mend doing this since some sshd shutdown scripts do particularly nasty things like killing all of the running
SSH servers on a system, not just the parent server that may be listening on port 22. Roughly translated, this
step is about guaranteeing that an alternate method of accessis available should the main SSH server be shut-
down and your connection viathat server be terminated.

Locate your server's startup/shutdown script directory. On some systems this directory may be located at /
etc/rc.d/init.d, but since thislocation is not constant across operating systems, for the purposes of this document
we will refer to this directory as INITDIR. Consult your operating system's documentation for your system's
location.

Run the following command

sh# mv $I NI TDI R/ sshd $I Nl TDI R/ sshd. bak

Either copy or link the new sshd script to your system's startup/shutdown script directory.

sh# cp $G.OBUS_LOCATI QV sbi n/ SXXsshd $I NI TDI R/ sshd

Shutdown the currently running main SSH server.

sh# $I NI TDI R/ sshd. bak stop

Provided you still have a connection to the machine, start the new SSH server.

sh# $I NI TDI R/ sshd start

Test the new server by connecting to the standard SSH port (22) and authenticating via multiple methods. Espe-
cially test that GSI authentication works correctly.

If you are performing anew install, or if the old server was not configured to be started at run-time and shut-
down automatically at system halt or reboot, either use a system utility such as RedHat's chkconfig to configure
the system for the correct run-levels, or manually link up the correct run-levels.

sh# /sbi n/chkconfig sshd reset

The recommended run-levels are listed in a set of comments within the SXXsshd startup script. For example,
on standard Unix systems we recommend running the GSI-Enabled OpenSSH server in run-levels two, three,
four, and five.

Finally, if, as a precautionary measure, you started a SSH server on an alternate port in order to complete the
install process, you can now safely stop all instances of that server.

72



Chapter 12. GT 4.0 GSI-OpenSSH: System Administrator's
Guide

1. Editthefile $GLOBUS LOCATION/shin/SXXsshd so that the GSI-Enabled OpenSSH server starts up on an
alternate port.

2. Run the command

sh# $GE.O0BUS_LOCATI ON shi n/ SXXsshd start
and verify that the server is running by checking that it both shows up in a process listing and creates afile

named $GLOBUS_L OCATION/var/sshd.pid.

3. From aremote machine attempt to connect to the local server on the modified test port using the standard SSH
authentication methods plus authenticating viayour GSI credentials. This may require you to authorize these
users via an appropriate entry in the grid-mapfile.

4. Stopthe SSH server by running the command

sh# $GLOBUS_LOCATI ON/ shi n/ SXXsshd st op
and reverse any changes you made that altered the port on which the server resided upon startup. After this
step, running SXXsshd start should start the server on the default port (22).

Security Considerations

GSI-OpenSSH isamodified version of OpenSSH [http://www.openssh.org/] and includes full OpenSSH functional-
ity. For more information on OpenSSH security, see the OpenSSH Security [http://www.openssh.org/security.html]

page.

Troubleshooting

GSl authentication is very sensitive to clock skew. Y ou must run a system clock synchronization service of some
type on your system to prevent authentication problems caused by incorrect system clocks. We recommend NTP
[http://lwww.ntp.org/]. Please refer to your operating system documentation or the NTP Home Page
[http://lwww.ntp.org/] for installation instructions. Please also ensure your system timezone is set correctly.

73


http://www.openssh.org/
http://www.openssh.org/security.html
http://www.ntp.org/
http://www.ntp.org/

Chapter 13. GT 4.0 MyProxy: System
Administrator's Guide

Introduction

This guide contains advanced configuration information for system administrators working with MyProxy. It
provides references to information on procedures typically performed by system administrators, including installa-
tion, configuring, deploying, and testing the installation.

I mportant

Thisinformation isin addition to the basic Globus Toolkit prerequisite, overview, installation, security con-
figuration instructions in the GT 4.0 System Administrator's Guide [ ../../admin/docbook/]. Read through
this guide before continuing!

A typical MyProxy configuration has one dedicated myproxy-server for the site, with MyProxy clientsinstalled on
all systems where other Globus Toolkit client software isinstalled.

Building and Installing

MyProxy is built and installed as part of adefault GT 4.0 installation. For basic installation instructions, see the GT
4.0 System Administrator's Guide[../../..ladmin/docbook/]. No extrainstallation steps are required for this compon-
ent.

Configuring

No additional configuration is required to use MyProxy clients after they are installed, although you may want to set
the MYPROXY _SERVER environment variable to the hosthame of your myproxy-server in the default user envir-
onment on your systems.

To configure the myproxy-server, you must modify $GLOBUS_L OCATION/etc/myproxy-server.config. If you skip
this step, your myproxy-server will not accept any requests. The default configuration does not enable any myproxy-
server features to provide the greatest security until you have configured your server. To enable all myproxy-server
features, uncomment the provided sample policy at the top of the myproxy-server.config config file, as follows:

#
# Conpl ete Sanple Policy
#

# The following lines define a sanple policy that enables all
# nyproxy-server features. See below for nore exanpl es.
accepted_credentials "*"

authori zed retrievers "*"

default _retrievers o
aut hori zed_r enewers o
defaul t _renewers "none"

Please see below for additional documentation on the myproxy-server.config options.

If you have root access, you can copy your nypr oxy- server . confi g fileto/ et c/ nmypr oxy- server. confi g so
it is not overwritten by later installations.

Thenypr oxy-server. confi g file setsthe policy for the myproxy-server (8), specifying what credentials may be
stored in the server's repository and who is authorized to retrieve credentials. By default, the mypr oxy-server (8)
looksfor thisfilein/ et c/ myproxy-server. confi g and if it is not found there, it looksin

$CGLOBUS_LOCATI ON et ¢/ mypr oxy- ser ver . conf i g. The myproxy-server -c option can be used to specify an
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alternative location. Thefile installed by default does not allow any requests.

Thefile also supports a passphrase_policy_program command for specifying an external program for evaluating
the quality of users passphrases. A sample programisinstaled in

$GLOBUS_L OCATION/share/myproxy/myproxy-passphrase-policy but is not enabled by defaullt.

Linesin the configuration file use limited regular expressions for matching the distinguished names (DNs) of classes
of users. The lim- ited regular expressions support the shell-stype characters *' and *?, where *' matches any hum-
ber of characters and '? matches any single character.

The DN limited regexes should be delimited with double quotes ("DN regex").

The configuration file has the following types of lines:

Table 13.1. myproxy-server.config lines

accepted_credentials "DNregex" Each of these lines allows any clients whose DNs match
the given limited regex to connect to the myproxy-server
and store creden- tials with it for future retrieval. Any
number of these lines may appear. For backwards com-
patibility, these lines can also start with al -
| owed_cl i ent s instead of accept ed_credenti al s.

authorized retrievers "DN regex" Each of these lines allows the server administrator to set
server-wide policies for authorized retrievers. If the cli-
ent DN does not match the given limited regex the client
isnot allowed to retrieve the credential s previously
stored by a client. In addition to the server-wide policy,
MyProxy also provides support for per-credential policy.
The user can specify the regex DN of the allowed re-
trievers of the credential when uploading the credential
(using myproxy-init(1)). Theretrieval client DN must
also match the user specified regex. In order to retrieve
credentials the client also needs to know the name and
pass phrase provided by the client when the credentials
were stored. Any number of these lines may appear. For
backwards compatibility, these lines can also start with
al | owed_ser vi ces instead of aut hor -
i zed_retrievers.

default_retrievers "DN regex" Each of these lines allows the server administrator to set
server-wide default policies. The regex specifies the cli-
ents who can access the credentials. The default retriever
policy isenforced if a per-credentia policy isnot spe-
cified on upload (using myproxy-init(1)). In other
words, the client can override this policy for a credential
on upload. The per-credential policy isenforced in addi-
tion to the server-wide policy specified by the aut hor -
i zed_retrievers line (which clients can not over-
ride). Any number of these lines may be present. For
backwards compatibility, if nodefaul t _retrievers
lineis specified, the default policy is"*", which allows
any client to pass the per-credential policy check. (The
client must still passthe aut hori zed_retrievers
check.)

authorized renewers "DN regex” Each of these lines allows the server administrator to set
server-wide policies for authorized renewers. If the client
DN does not match the given limited regex the client is
not allowed to renew the credentials previously stored by
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aclient. In addition to the server-wide policy, MyProxy
also provides support for per-credential policy. The user
can specify the regex DN of the allowed renewers of the
credential on upload (using myproxy-init(1)). There-
newal client DN must match both this regex and the user
specified regex. In this case, the client must also already
have a credential with a DN matching the DN of the cre-
dentialsto be retrieved, to be used in a second authoriza-
tion step (see the - a option for myproxy-logon(1)).

default_renewers"DN regex" Each of these lines allows the server administrator to set
server-wide default renewer policies. The regex specifies
the clients who can renew the credentials. The default re-
newer policy is enforced if aper-credential policy is not
specified on upload (using mypr oxy-init(1)). Thisisen-
forced in addition to the server-wide policy specified by
theaut hori zed_r enewer s line. Any number of these
lines may appear. For backwards compatibility, if no
def aul t _r enewer s lineis specified, the default policy
is"*", which alows any client to pass the per-credential
policy check. (The client must still pass the aut hor -
i zed_r enewer s check.)

passphrase_policy_program full-path-to-script Thisline specifies a program to run whenever a pass-
phraseis set or changed for implementing alocal pass-
word policy. The program is passed the new passphrase
viastdin and is passed the following arguments: user-
name, distinguished name, credential name (if any), per-
credential retriever policy (if any), and per-credential re-
newal policy (if any). If the passphrase is acceptable, the
program should exit with status 0. Otherwise, it should
exit with non-zero status, causing the operation in pro-
gress (credential load, passphrase change) to fail with the
error message provided by the program's stdout. Note:
Y ou must specify the full path to the external program.
$GLOBUS_LOCATI ON can't be used in the mypr oxy-
server. confi g file

max_proxy_lifetime hours This line specifies a server-wide maximum lifetime for
retrieved proxy credentials. By default, no server-wide
maximum is enforced. However, if this option is spe-
cified, the server will limit the lifetime of any retrieved
proxy credentials to the value given.

Deploying

A sample SysV-style boot script for MyProxy isinstalled at

$GLOBUS L OCATION/share/myproxy/etc.init.d.myproxy. To install on Linux, copy thefileto/
etc/re.d/init.d/myproxy and run ‘chkconfig --add myproxy'. Y ou will need to edit the file to set the GLO-
BUS LOCATION environment variable correctly.

Alternatively, to run the myproxy server out of inetd or xinetd, you need to do the following as root:
* Addtheentriesin $GLOBUS_L OCATION/share/myproxy/etc.services.modifications to the /etc/services or /
etc/inet/servicesfile.

e Addtheentriesin $GLOBUS L OCATION/share/myproxy/etc.inetd.conf.modifications to /etc/inetd.conf or /
etc/inet/inetd.conf, or copy $GLOBUS_L OCATION/share/myproxy/etc.xinetd.myproxy to /
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etc/xinetd.d/myproxy. You'll need to modify the pathsin the file according to your installation.

» Reactivate the inetd (or xinetd). Thisistypically accomplished by sending the SIGHUP signal to the daemon.
Refer to the inetd or xinetd man page for your system.

Testing

To verify your myproxy-server installation and configuration, you can run the myproxy-server directly from your
shell. If using a host certificate, you will need to run the myproxy-server as root. First, make sure your Globus envir-
onment is setup in your shell. Set the GLOBUS _LOCATION environment variable to the location of your MyProxy
installation. Then, depending on your shell, run one of the following commands.

For csh shells:

sour ce $GL OBUS_L OCATION/etc/globus-user-env.csh

For sh shells:

. $GLOBUS_L OCATION/etc/globus-user-env.sh
Then, run $GLOBUS_L OCATION/shin/myproxy-server -d. The - d argument runs the myproxy-server in debug
mode. It will write debugging messages to the terminal and exit after servicing a single request. Y ou'll need to start
it once for each test request. In another shell, you can run the MyProxy client programs to test the server.
If run without the - d argument, the myproxy-server program will start up and background itself. It accepts connec-

tionson TCP port 7512, forking off a separate child to handle each incoming connection. It logs information viathe
sysdlog service under the daemon facility.

Security Considerations

Y ou should choose awell-protected host to run the myproxy-server on. Consult with security-aware personnel at
your site. You want a host that is secured to the level of aKerberos KDC, that has limited user access, runs limited
services, and iswell monitored and maintained in terms of security patches.

For atypical myproxy-server installation, the host on which the myproxy-server is running must have /

etc/grid-security created and a host certificate installed. In this case, the myproxy-server will run as root so it can ac-
cess the host certificate and key.

Troubleshooting

Please refer to the MyProxy user manual [../../security/myproxy/user-index.html#s-myproxy-user-troubl eshooting] .
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Introduction

This guide contains advanced configuration information for system administrators working with the Community
Authorization Service (CAYS). It provides references to information on procedures typically performed by system ad-
ministrators, including installing, configuring, deploying, and testing the installation.

I mportant

Thisinformation isin addition to the basic Globus Toolkit prerequisite, overview, installation, security con-
figuration instructions in the GT 4.0 System Administrator's Guide[../../admin/docbook/]. Read through
this guide before continuing!

Note: Typically asingle CAS server isrun per VO and multiple client installations are done. This document con-
tains information about deploying a CAS server and is not needed for a CAS client installation. Please refer client
install [#casClientInstall] for CAS client install

Building and Installing

The CAS server and client are built and installed as part of adefault GT 4.0 installation. For basic installation in-
structions, refer to the GT 4.0 System Administrator's Guide [../../..Jadmin/docbook/]. No extrainstallation steps are
required for this component.

The CASclient can beinstalled by itself. Please refer to FILL ME(link to top level install guide for installing a given
package)

Configuring

Configuration overview

The CAS service can be configured with a description of the VO the CAS service serves and the maximum lifetime
of the assertionsit can issue. Also, the service needs to be configured with information about the backend database it
uses. Any database with a JDBC driver and reasonable SQL support can be used. That said, PostGres was used for
development and testing and we strongly recommend that you use it. The CAS database schema to be used with
PoseGres has been provided

in$GLOBUS LOCATION/etc/globus _cas service/casDbSchema/cas pgsgl_database schema.sql.

Other than that, the security settings of the service can be modified in the security descriptor associated with the
CAS service. It allows for configuring the credentials that will be used by the service, the type of authentication and
message protection required as well as the authorization mechanism. By default, the following security configura-
tionisinstaled:

» Credentias are determined by the container level security descriptor. If there is no container level security
descriptor or if it does not specify what credentials to use then default credentials are used.

» Authentication and message integrity protection is enforced for all methods except queryResourceProperties and
getResour ceProperty. This means that you may use any of GSI Transport, GSI Secure Message or GS| Secure
Conversation when interacting with the CAS service.

* The standard authorization framework is not used for authorization. Instead the the service uses the backend
database to determine if the call is permitted.
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Note

Changing required authentication and authorization methods will require matching changes to the clients
that contact this service.

Syntax of the interface

» By default, the CAS service is hot loaded at start up. To change the behavior uncomment the loadOnStartup
property set in $GLOBUS _LOCATION/etc/globus_cas_service/server-config.wsdd as shown below. If the prop-
erty is uncommented, a) the CAS serviceisloaded at start up, b) database connection pool isinitialized and c) if
registration to MDS is enabled, the service registersitself to MDS/Index ?

<servi ce name="CASServi ce" provider="Handler" use="literal"
styl e="docunent " >

<l-- Uncomrent if the service needs to be initialized at startup -->
<par anet er nane="| oadOnStartup" value="true"/>
<par anet er nane="al | onedMet hodsCl ass"

val ue="org. gl obus. cas. CASPort Type"/ >

</ service>
» To change the maximum assertion lifetime and VO description, set the parameters mnaxAsserti onLi f eti me

and voDescri pti onin $GLOBUS_LOCATI OV et ¢/ gl obus_cas_servi ce/ j ndi - confi g. xnl tothe de-
sired values.

» Toalter the configuration of the database backend edit the dat abseConf i gur at i on section of
$GLOBUS_LOCATI OV et ¢/ gl obus_cas_servi ce/ j ndi - confi g. xnl asfollows:

Table 14.1. Database parameters

driver The JDBC driver to be used

connectionURL The JDBC connection url to be used when connect-
ing to the database

userName The user name to connect to the database as

password The corresponding database password

activeConnections The maximum number of active connections at any
given instance

onExhaustAction The action to perform when the connection pool is

exhausted. If value is 0 then fail, if 1 then block and
if 2 then grow the pool (get more connections)

maxWait The maximum time in milliseconds that the pool will
wait for a connection to be returned

idleConnections The maximum number of idle connections at any
giventime
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» To alter the security descriptor configuration refer to Security Descriptors
[ http://Iwww-unix.globus.org/tool kit/docs/4.0/security/authzframe/security _descriptor.html]. Thefileto be
atered is$G.OBUS_LOCATI ON et ¢/ gl obus_cas_servi ce/ security-config. xni

Deploying

The CAS serviceis deployed as a part of a standard toolkit installtion. Please refer to the System Administrator's
Guide[../../../ladmin] for details. Other than steps described in the above guide, the following are needed to deploy
the CAS service.

Obtaining credentials for the CAS service

The CAS service can run with its own service specific credentials. Instructions for obtaining service credentials may
be found here [http://www.globus.org/gt2.2/admin/guide-verify.html# dapcert].

The standard administrator clients that come with the distribution by default use identity authorization to authorize
the service they are running against (and expect that the CA S service has credentials that have the FQDN of the host
the server is running on and the service name "cas" as part of DN). Command line options can be used to specify the
identity of the CAS service, if default identity is not used. The command in the above mentioned web page
[http://Iwww.globus.org/gt2.2/admin/guide-verify.html# dapcert] may be altered as follows to get credentials for
CAS server:

casadm n$ grid-cert-request -service cas -host FQDN

The certificate and private key are typically placedin/ et c/ gri d- security/ cas-cert. pemand/

etc/ grid-security/ cas-key. pem respectively. In this document, the location of certificate and key filesisre-
ferred to asCAS _CERT_FILE and CAS KEY_FILE, respectively. (The subject name in these credentialsis expec-
ted by CAS clients by default.)

Database installation and configuration

CAS uses a backend database to store all user data. This section briefly describes the installation of such a database
and the creation of the database using the schema required by the CAS backend.

Installing the database

While any database with a JDBC driver and support for areasonable set of SQL may be used, PostgreSQL has been
used for development and testing. The driver for the sameisincluded in the distribution. If a different databaseis
used, the corresponding driver should be added to SGLOBUS _LOCATION/Ilib.

Brief instructions on how to install a database (specifically PostGres) can be found here
[http://www-unix.globus.org/toolkit/3.0/ogsa/docs/admin/instal lation.html]. For more detailed instructions, please
refer to documentation for the database you are installing.

Creating the CAS database

The schemafor the database that needs to be created for CAS can be found at
$CGLOBUS_LOCATI OV et c/ gl obus_cas_servi ce/ casDbSchema/ cas_pgsql _dat abase_schema. sql

To create a database, for example casDatabase, on a PostgreSQL installation on local machine run the following
commands:

casadm n$ creat edb casDat abase

casadnmi n$ psql -U casadnin -d casDatabase -f \
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$CLOBUS_LOCATI OV et c/ gl obus_cas_servi ce/ casDbSchema/ cas_pgsql _dat abase_schemna. sql

You will see alist of notices on the screen. Unless any of them say "ERROR", these are just informational output.

Bootstraping the CAS database

The CAS database needs to be initialized with data specific to CAS and information about a super user to allow
bootstraping of CAS operations. The command line script cas-server-bootstrap can be used to achieve this.

cas-server-bootstrap [ <options>]

Table 14.2. Command line options

-d <dbPropFile> [ -inplicit | -b <bootstrapFile> ]

-hel p
- debug
-d dbPropertiesFile

-b bootstrapFile

-inplicit

Prints the help message
Runs the script with debug trace

File name with database properties as follows:
dbDri ver =dat abase driver name
dbConnect i onURL=dat abase connection URL
dbUser Name=User nane to access dat abase

dbPasswor d=Password for the above username

This option popul ates the database with super user data
and pointsto afile with data to use for bootstraping the
database. A template file for this can be found at
$CGLOBUS_LOCATI OV shar e/ gl obus_cas_servi ce/
boot st rapTenpl at e and a samplefile can be found at
$CGLOBUS_LOCATI OV shar e/ gl obus_cas_servi ce/
boot st rapSanpl e

Populates database with @) CAS server implicit data: this
adds the CAS server itself asa CAS object and implicit
service/actions like enrolling users, objects and so on. b)
service/action and namespace relevant to FTP like read,
write and so on

Sampl e bootstrap command:

To bootstrap the CAS database with both implicit and user data the following command can be used. Prior to run-
ning the command, the following files need to be created with appropriate valuesfilled in.

$GLOBUS_LOCATI OV shar e/ gl obus_cas_servi ce/ casDbProperties

dbDri ver =or g. postgresqgl . Dri ver

dbConnecti onURL=]j dbc: postgresql ://127. 0. 0. 1/ casDat abase

dbUser nane=t est er

dbPasswor d=f oobar

$GLOBUS_LOCATI ON shar e/ gl obus_cas_ser vi ce/ boot st rapProperties

t a- nane=def aul t Tr ust Anchor

t a- aut hiet hod=Xx509
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t a- aut hDat a=/ C=US/ O=G obus/ CN=Def aul t CA
user - nane=super User
user - subj ect =/ O=Gri d/ O=d obus/ OU=sonet hi ng/ CN=soneone
user G oupnane=super User G oup
e Commandto run
casadnmi n$ cd $G.OBUS_LOCATI ON
casadmi n$ bi n/cas-server-bootstrap \
-d share/ gl obus_cas_service/ casDbProperties \

-inplicit -b \ share/ gl obus_cas_servi ce/ boot st rapProperties

Once the database has been created the CAS service needs to be configured to use it as described here
[/./WS_AA_CAS Public_Interfaces.html#s-cas-public-config].

Testing
CAS has two sets of tests, one for the backend database access module and another set to test the serviceitself. To
install both tests, install the CAS test package (gt4-cas-del egation-test-3.9-src_bundle.tar.gz) using GPT FILLME:
instructions into GLOBUS LOCATION.

Assumptions:

» A backend database has been set up and configured
e The CASservice and tests areinstalled in $GLOBUS LOCATION

* The sample commands assume;

1. Container is started up on localhost and port 8443.
2. database username as tester
3. database name as casDatabase

4, databaseison host foo.bar.gov and default port.

Testing the backend database module

1. Run:
cd $GE.0BUS_LOCATI ON

2. Populatethefileet ¢/ gl obus_cas_unit_t est/casTest Properti es with the following database configur-
ation information:
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Table 14.3. Test database properties

dbDriver
dbConnectionURL

dbUsername

dbPassword

The JDBC driver to be used

The JDBC connection url to be used to connect to
database

The user name to use when connecting to the data-
base

The password corresponding to the username

3. Thedatabase needs to be empty for these tests to work and will be deleted by this target. Run:

ant -f share/globus_cas_unit_test/cas-test-build.xm testDatabase

4. Test reportsare placed in $§GLOBUS_LOCATI ON/ shar e/ gl obus_cas_unit_test/cas-test-reports.

I mportant

The database bootstrap needs to be done again for the server to be ready to receive client requests.

Testing the CAS service module

These tests can be set up so as to be able to test multiple user scenario or they can be configured to run asjust a
singleidentity. Thefirst set of tests are used to test admin functionality and set up the database for second user. As
the second user the permissions and queries are tested to ensure that the set up worked.

All the configuraton information for the test needs to be configured in the et c/ gl o-
bus_cas_unit_test/casTest Properti es file. The database section of the properties file needs to be con-
figured as described here. In addition the following properties need to be configured to run the tests:

Table 14.4. Test properties

user1SubjectDN
user2SubjectDN

maxAssertionLifetime

host
port
security Type

The DN of the user running the first set of tests.

The DN of the user running the second set of tests. This
DN hasto be different from value specified for
userlSubjectDN. Note: Both tests can be run as same
user aslong as the DN of the certificate being used to run
the tests matches the value specified in userlSubjectDN.
In this case, the value of user2SubjectDN can be set to a
arbitrary string.

Should match the value set in the service configuration
as shown in Configuration Information
[/./WS_AA_CAS Public_Interfaces.html#s-cas-public-
config]

Host on which the CAS service isrunning
Port on which the CAS service isrunning

Thisisan optional parameter indicating the security type
to use. Can be set to message for Secure Message or
conver sat i on for Secure Conversationand t r ans-
port for Secure Transport (the default configuration).
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protType Thisisan optional parameter indicating protection type
to use. Can be set to si gnat ur e for integrity protection
(the default configuration) or encr ypt i on for privacy
protection.

Steps for testing:

1. Run:
cd $GL.OBUS_LOCATI ON

2.  Source $GLOBUS_LOCATI ON et c/ gl obus- devel - env. sh or
$CGLOBUS_LOCATI QV et c/ gl obus- devel - env. csh or
$CGLOBUS_LOCATI OV et ¢/ gl obus- devel - env. bat as appropriate for your environment.

3. Inthetest propertiesfile, set user 2Subj ect DN to the subject in your regular proxy. The following returns the
appropriate string:

casadm n$ java org. gl obus.tools.Certlnfo -subject -globus
4. Generate an independent proxy using the following command:
casadm n$ java org. gl obus. tool s. Proxyl nit -independent

5. Settheidentity in the proxy generated from the above step as user 1SubjectDN in the test propertiesfile. The
following command will return the relevant string:

casadnmi n$ java org. gl obus.tool s. Proxyl nfo -subject -globus

6. Start the container on the port and host configured in Table 14.4

7. Thefollowing command runs the tests for self permissions and sets up the database for a user with subjectDN
user2SubjectDN:

casadm n$ ant -f share/globus_cas_unit_test/cas-test-build.xm userlTestService

8. Totest asthe second user, generate a proxy for the subject DN specified for the second user:

casadm n$ java org. gl obus. tool s. Proxyl nit

9. The database needs to be empty for these tests to work and this target deletes all entriesin database. Then run
the following:

casadm n$ ant -f share/ gl obus_cas_unit_test/cas-test-build.xm user2Test Service

10. Test reportsare placed in $GLOBUS_LOCATI ON/ shar e/ gl obus_cas_unit _test/cas-test-reports.

11. After thesetests, the CAS database needs to be reset. The following command will delete all entries from the
database:

casadm n$ psql -U casadnin -d casDatabase -f GLOBUS_LOCATI OV shar e/ cas/ dat abase_del et e. sql

| mportant

The database bootstrap needs to be done again for the server to be ready to receive client requests.

Example of CAS Server Administration

The following contains an example of administering the CAS server policies using the CAS administrative clients
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described FILLME: add link to admin command line when its done..

Alice, Bob and Carol are three members of a community who have set up a Community Authorization service:

» Alicesroleisprimarily to administer the CAS server.
» Bobisan analyst who needs read access to much of the community data.

» Carol isascientist who needs to be able to both read and write community data.
These examples show how:

1. Aliceaddsthe users Bob and Carol to the CAS server
2. Alice adds aFTP server with some data available to the community

3. Alice adds permissions for the users using the CAS administration clients.
These examples assume the following:

e Alicehasinstalled the CAS server and bootstrapped the database with herself as super user. Please refer to previ-
ous chaptersin this guide for details on setting up server and bootstrapping with data.

» Alice'snickname on the CAS server is alice and at bootstrap she has created a user group, suGroup,which has
super user permissions on the database.

» The CASservice URL is http://localhost:8080/wsrf/services CASService.

» For al commands listed below the enviroment variable $GLOBUS_LOCATION has been set to point to the
Globus Toolkit installation and the commands are run from $GLOBUS LOCATION.

» Theenvironment variable CAS_SERVER_URL has been set to point to the CAS server URL, ht-
tp://local host:8080/wsrf/services/ CASService.

Adding a user group

Since at the time of booting up the CAS server only the user group that has super user permissions on the CAS serv-
er iscreated, Alice will want to create another user group to which new users can be added and to which permissions
on newly enrolled CAS entities may be given. This also eases the process of giving same rights to many users. Giv-
en that there are two types of rolesin the community she might want to create two groups, analysts and scientists.

Also, all permissions on the newly created group will be given to users of a particular user group. For example,
Alice may want all users of the user group analysts to be able to manipulate the group.

To create anew user group Alice uses the cas-group-admin client. It requires a name for the new group being cre-
ated, say analysts.

alice% cas-group-adm n user create anal ysts anal ysts

Thiswill create a user group analysts and give all usersin that group the permission to manage the group (i.e add
users, remove users and so on). She can similarly create a group called scientist.

Adding a trust anchor
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Prior to adding Bob and Carol to the CAS server, Alice needs to ensure that the trust anchors for both have been ad-
ded. If they share the trust anchor with Alice then this step can be skipped, since at bootstrap Alice's trust anchor
would have been added to the database.

In our example Alice and Carol share atrust anchor different from Bob's. Therefore, Alice needsto add Bob's trust
anchor by using thecas-enroll client with the trustAnchor option. She needs to provide details about the trust anchor
such as the authentication method and authentication data used.

alice% cas-enroll trustAnchor anal ysts AbcTrust X509 "/ C=US/ O=sonme/ CN=ABC CA"

The above will enroll atrust anchor with nickname AbcTrust, that uses X509 as its authentication method and has
the DN specified in the command. The members of the analysts user group are given all rights on this object. This
implies that any user who has this trust anchor is assumed to present credentials signed by this trust anchor.

Adding users

Now Alice can add Bob and Carol as users using the cas-enroll command with the user option. She needs to provide
the user's subject DN and a reference to the trust anchor used by the user. As with any entity added to the CAS serv-
er, the admin needs to choose a user group whose members will have all permissions on that entity. In this example,
Alice would like the members of the user group suUser to be able to maninipulate the user entity Bob.

alice% cas-enroll user suUser bob "/O=Qur Comunity/ CN=Bob Foo" AbcTrust

Alice uses asimilar command to add Carol to the CAS database.

Adding users to a user group

The CAS server allows rightsto be assigned only to user groups and not to individual users. Hence before Alice can
assign rights to Bob or Carol, she needs to add them to some user group. She does this by using the cas-
group-add-entry client with the user option to indicate she is adding to a user group. This client requires the group
name and the nick name of the user who needs to be added. To add Bob to the analysts group, the command would
be:

al i ce% cas-group-add-entry user anal ysts bob

If auser group scientists was created, Carol could similarly be added as a member.

Adding a new FTP server

Alice now has the community usersin the database. The next step isto add some resources. Because the community
currently has athe FTP server foo.bar.edu available to it she will add it to the CAS database.

Each resource or object in the CAS server has a namespace associated with it that defines certain features. For ex-
ample, it can define the comparison algorithm that is to be used when this object's name is compared. It may also
define the base URL that should be prefixed to objects that belong to this namespace. In this case, Alice chooses to
use the FTPDirectoryTree namespace that is added to the CAS server at startup. She uses the cas-enroll client with
the object option to add the FTP server to the CAS database:

alice%cas-enroll object suGoup ftp://foo.bar.edu/* FTPDi rectoryTree
This command adds the FTP server as an object and gives all members of the suGroup rights to manipulate the ob-
ject.

To be able to grant/revoke access on an individual directory, add an object for the directory. For example, if Alice
would like to be able to manipulate the data directory on the server as a separate entity, the following command will
add an object for that.

alice%cas-enroll object suGoup ftp://foo.bar.edu/data/* FTPDirectoryTree
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Creating an object group

Alice suspects that the community will end up with more directories containing data on other servers that will have

policesidentical with the ones on the /data directory on foo.bar.edu. To manage this she is going to create an object

group called data and assign foo.bar.edu/data to this group. Thiswill allow her to grant rights on this group and eas-
ily add other directoriesto this group later.

To create agroup called data, she uses the cas-group-admin client with the group and create options:

al i ce% cas-group-admi n object create suG oup data

This creates an object group called data and the members of suGroup get all rights on this group and hence should
be able to add/remove members, grant rights to add/delete from this group to others and also delete this group.

Adding members to an object group

Alice now can add foo.bar.edu/data to the data group. She can do this by using the cas-group-add-entry with the ob-
ject option. To add the above described object, ftp://foo.bar.edu/data/* in the namespace FooFTPNamespace to the
object group data Alice uses the following command:

al i ce% cas-group-add-entry obj ect data obj ect FooFTPNanespace ftp://foo.bar.edu/data/*

In the above command:

» thefirst object refersto the group type.
» dataisthe name of the object group.
» the second object refersto the type of CAS entity that is being added as a member.

» thelast two parameters define the namespace and the object that needs to be added.

Adding service types

Alice now needs to add information about the kinds of rights that can be granted for these objects. These are stored
as service types and relevant actions are mapped to these service types.

In this scenario, the kind of service typesthat Alice should add would be file, directory and so on. To do so the cas-
enroll client with the serviceType option may be used. To add a service type called fileand give members of su-
Group al rights on this service type Alice uses the following command.

alice%cas-enroll serviceType suGoup file

Adding action mappings
The relevant action mappings to the above mentioned service types would be read, write and so on. Alice needsto
add these mappings to the database so that she can grant rights that allow a user to have file/read or file/write per-

missions on some object.

To add action mappings to a service type, she uses the cas-action client with add option. The following command
adds a mapping of action read to service typefile.

alice%cas-action add file add

Similarly, she can add other mappings, like write, to this service type.

Granting permissions
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Alice now has resources in the object group data and users in the user groups analysts and scientists. She now wants
to grant permissions on the data group to the analysts and scientists, namely read permissions to the analysts and
read and write permissions to the scientists.

To grant permissions Alice needs to use the cas-rights-admin with the gr ant option. To give read permissions to
the analysts group Alice runs:

alice%cas-rights-adm n grant anal ysts obj ect Goup data serviceAction file read

She similarly grants rights to scientists group.

Security Considerations

» The database username/password is stored in the service configuration file and the test properties file. Ensure
correct permissions to protect the information.

Troubleshooting

Database connectivity errors

If the CAS service fails with following error:

faul t Code: {http://schemas. xm soap. org/ soap/ envel ope/} Server. user Excepti on
faul t Subcode:
faultString: org.apache. conmons. dbcp. DocpExcepti on: Connecti on

refused. Check t hat the hostnane and port are correct and that the

postmaster is accepting TCP/1 P connecti ons.

» Ensure the database properties (connectionURL, userName, password) in
$GLOBUS LOCATION/globus cas service/jndi-config.xml are correct.

» Ensure that the database is set up with permission to receive TCP/IP connections

Credential Errors
The following are some common problems that may cause clients or serversto report that credentials areinvalid:
Your proxy credential may have expired

Use grid-proxy-info to check whether the proxy has actually expired. If it has, generate a new proxy with grid-
proxy-init.

The system clock on either the local or remote system is wrong
This may cause the server or client to conclude that a credential has expired.
Your end-user certificate may have expired

Use grid-cert-info to check your certificate's expiration date. If it has expired, follow your CA's proceduresto get a
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new one.

The permissions may be wrong on your proxy file

If the permissions on your proxy file are too lax (for example, if others can read your proxy file), Globus Toolkit cli-
entswill not use that file to authenticate. Y ou can "fix" this problem by changing the permissions on the file or by
destroying it (with grid-proxy-destroyand creating a new one (with grid-proxy-init). However, it is still possible
that someone else has made a copy of that file during the time that the permissions were wrong. In that case, they
will be able to impersonate you until the proxy file expires or your permissions or end-user certificate are revoked,
whichever happens first.

The permissions may be wrong on your private key file

If the permissions on your end user certificate private key file are too lax (for example, if others can read the file),
grid-proxy-init will refuse to create a proxy certificate. Y ou can "fix" this by changing the permissions on the
private key file; however, you will till have a much more serious problem: it's possible that someone has made a
copy of your private key file. Although thisfileis encrypted, it is possible that someone will be able to decrypt the
private key, at which point they will be able to impersonate you as long as your end user certificate isvalid. You
should contact your CA to have your end-user certificate revoked and get a new one.

The remote system may not trust your CA

Verify that the remote system is configured to trust the CA that issued your end-entity certificate. See the [TODO:
add admin guide link] for details.

You may not trust the remote system's CA

Verify that your system is configured to trust the remote CA (or that your environment is set up to trust the remote
CA). Seethe [TODO: add admin guide link] for details.

There may be something wrong with the remote service's credentials

It is sometimes difficult to distinguish between errors reported by the remote service regarding your credentials and
errors reported by the client interface regarding the remote service's credentials. If you can't find anything wrong
with your credentials, check for the same conditions (or ask a remote administrator to do so) on the remote system.
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Administrator's Guide

Introduction
This guide contains advanced configuration information for system administrators working with RLS. It provides
references to information on procedures typically performed by system administrators, including installation, config-
uring, deploying, and testing the installation.

I mportant
Thisinformation isin addition to the basic Globus Toolkit prerequisite, overview, installation, security con-

figuration instructions in the GT 4.0 System Administrator's Guide [ ../../admin/docbook/]. Read through
this guide before continuing!

Building and Installing

For detailed instructions on building and installing RLS, see Appendix A.
Configuring

Configuration overview
Configuration settings for the RLS are specified in the gl obus-r| s-server. conf file.
If the configuration file is not specified on the command line (see the - ¢
[http://Iwww-unix.globus.org/toolkit/docs/4.0/datalrlRLS Public_Interfaces.html#s-rls-Public_Inerfaces-config]
option) then it islooked for in both:

e $G.OBUS_LOCATI ON et c/ gl obus-rl s-server. conf

e Jusr/local/etc/globus-rls-server.conf if GLOBUS LOCATI ONisnot set

NOTE: command line options always override items found in the configuration file.

The configuration file is a sequence of lines consisting of a keyword, whitespace, and a value. Comments begin with
# and end with anewline.

Syntax of the interface

Table 15.1. Settings

acl user: pernission [perm ssion]
acl entries may be a combination of DNs and local

usernames. If aDN is not found in the gridmap file then
itisused to searchtheacl list.

A gridmap file may aso be used to map DNsto local
usernames, which in turn are matched against the regular
expressionsintheac! list to determine the user's per-
missions.
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authentication true|fal se

db_pwd password

db_user dat abaseuser

i dl eti meout seconds

| ogl evel N

I rc_bloonfilter_numhash N

user isaregular expression matching distinguished
names (or local usernamesif agridmap file is used) of
users allowed to make calls to the server.

There may be multipleac! entries, the first match
found is used to determine a user's privileges.

[ per ni ssi on] isone or more of the following values:

e Irc_read Allowsclient toread an LRC.
e Irc_updat e Allowsclient to update an LRC.
e rli_readAllowsclient toread an RLI.
e rli_update Allowsclient to update an RLI.

e adm n Allowsclient to update an LRC's list of RLIs
to send updates to.

« stats Allowsclient to read performance statistics.

* all Allowsclient todo all of the above.

Enable or disable GSI authentication.
The default valueist r ue.

If authentication is enabled (t r ue), clients should use
the URL schemar | s: to connect to the server.

If authentication is not enabled (f al se), clients should
usethe URL schemar | sn: .

Password to use to connect to the database server.

The default valueischanget hi s.

Username to use to connect to database server.

The default value isdbper son.

Seconds after which idle connections close.

The default value is 900.

Setsloglevel to N (default is0). Higher levels mean
more verbosity.

Number of hash functions to use in Bloom filters.
The default valueis 3.
Possible values are 1 through 8.

Thisvalue, in conjunction
withl rc_bl oonfil ter _rati o, will determinethe
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number of false positives that may be expected when
querying an RLI that is updated via Bloom filters.

Note: The default values of 3 and 10 give afalse positive
rate of approximately 1%.

Irc_bloonfilter _ratio N
Sets ratio of bloom filter size (in bits) to number of LFNs
in the LRC catalog (in other words, size of the Bloom fil-
ter asamultiple of the number of LFNsin the LRC data-
base.) Only meaningful if Bloom filters are used to up-
date an RLI. Too small avalue will generate too many
false positives, too large wastes memory and network
bandwidth.

The default value is 10.

Note: The default values of 3 and 10 give afalse positive
rate of approximately 1%.

Irc_buffer _tinme N
LRC to RLI updates are buffered until either the buffer is
full or this much time in seconds has elapsed since the
last update.

The default value is 30.

| rc_dbnane
Name of LRC database.

The default valueis| r cdb.

I rc_server true|false
If LRC server, the value should bet r ue.

The default valueisf al se.

| rc_updat e_bf seconds
Interval in seconds between LRC to RLI updates when
the RLI is updated by Bloom filters. In other words, how
often an LRC server does a Bloom filter softstate update.

This can be much smaller than the interval between up-
dates without using Bloom filters (I r c_updat e_I 1).

The default value is 300.

Irc_update_factor N If | rc_updat e_i medi at e modeison, and the LRC
server isin sync with an RLI server (an LRC and RLI are
synced if there have been no failed updates since the last
full softstate update), then the interval between RLI up-
datesfor thisserver (1 rc_update_I | ) ismultiplied by
the value of this option.

I rc_update_i medi ate true|fal se
Turns LRC to RLI immediate mode updates on (t r ue)
or off (f al se).

The default valueisf al se.

I rc_update_| | seconds
Number of seconds before an LRC server doesaLFN

list softstate update.

The default value is 86400.
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I rc_update_retry seconds
Seconds to wait before an LRC server will retry to con-
nect to an RLI server that it needs to update.

The default value is 300.

maxbackof f seconds
Maximum seconds to wait before re-trying listen in the
event of an 1/O error.

The default value is 300.

maxfreet hreads N
Maximum number of idle threads, excess threads are
killed.

The default valueis 5.
maxconnections N
Maximum number of simultaneous connections.
The default value is 100.
maxt hr eads N
Maximum number of threads running at one time.
The default value is 30.
myur!| URL
URL of server.
Thedefault valueisr| s: / / <host name>: port
odbcini fil enane
Sets environment variable ODBCI NI .

If not specified, and ODBCI NI is not already set, then the
default value is $G.OBUS_LOCATI ON var / odbc. i ni .

pidfile fil enane
Filename where pid file should be written.

The default valueis
$GLOBUS_LOCATI QW var / <pr ogr ammane>. pi d.

port N
Port the server listens on.
The default value is 39281.
result_limt limt
Sets the maximum number of results returned by a query.
The default value is 0 (zero), which means no limit.

If aquery request includes alimit greater than this value,
an error (GLOBUS_RLS BADARG) is returned.

If the query request has no limit specified, then at most
result_limt recordsarereturned by aquery.

rii_bloonfilter true|false
RLI servers must have this set to accept Bloom filter up-
dates.
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rii_bloonfilter_dir none|default|pathnane

rli _dbnane database

If t r ue, then only Bloom filter updates are accepted
from LRCs.

If f al se, full LFN lists are accepted.

Note: If Bloom filters are enabled, then the RLI does not
support wildcarded queries.

If an RLI is configured to accept bloom filters
(r1i _bloonfilter true),thenBloom filters may be
saved to this directory after updates.

This directory is scanned when an RLI server starts up
and is used to initialize Bloom filters for each LRC that
updated the RLI.
This option is useful when you want the RLI to recover
its dataimmediately after arestart rather than wait for
LRCsto send another update.
If the LRCs are updating frequently, this option is unne-
cessary, and may be wasteful in that each Bloom filter is
written to disk after each update.
b none

Bloom filters are not saved to disk.

Thisisthe default.
e default

Bloom filters are saved to the default directory:

e $G.OBUS LOCATION/ var/rls-bloonfilters

if GLOBUS_LOCATI ONis set

e ¢se/tnp/rls-bloonfilters

e pathnane
Bloom filters are saved to the named directory.

Any other string is used as the directory name un-
changed.

The Bloom filter filesin this directory have the name
of the URL of the LRC that sent the Bloom filter,

with slashes(/) changed to percent signs (%), and
".bf" appended.

Name of RLI database.

The default valueisr | i db.
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rii_expire_int seconds

rli_expire_stale seconds

rli_server true|false

rlscertfile filenane

riskeyfile fil enane

startthreads N

ti meout seconds

Interval (in seconds) between RLI expirations of stale
entries. In other words, how often an RLI server will
check for stale entries in its database.

The default value is 28800.

Interval (in seconds) after which entriesin the RLI data-
base are considered stale (presumably because they were
deleted inthe LRC.)

The default value is 86400.

This value should be no smaller than| rc_update_I1.
Stale RLI entries are not returned in queries.

Note: If the LRC server isresponding, thisvalue is not
used. Instead thevalueof | rc_update_ I | or

I rc_updat e_bf isretrieved from the LRC server, mul-
tiplied by 1.2, and used as the value for this option.

If RLI server, the value should bet r ue.

The default valueisf al se.

Name of X.509 certificate file identifying server.

Thisvaueis set by setting environment variable
X509_USER_CERT.

Name of X.509 key file for server.

Thisvalueis set by setting environment variable
X509 USER KEY.

Number of threads to start initially.

The default value is 3.

Timeout (in seconds) for callsto other RLS servers (eg
for LRC callsto send an update to an RL1).

Deploying
This section does not apply to the RLS.

Testing

Y ou can use the programs gl obus-r| s-admi n and gl obus-rls-cli to test functionality. Seetheir respective

man pages for details on their use.

1. Start the server in debug mode with the command:

$G.OBUS_LOCATI ON/ bi n/ gl obus-rls-server -d [-N]
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The- N option is helpful: if you do not have a host certificate for the server host, or a user certificate for your-
self, it disables authentication.

2. Pingthe server using gl obus-rl s-adm n:
$G.OBUS_LOCATI ON/ bi n/ gl obus-rls-admn -p rls://serverhost
If you disabled authentication (by starting the server with the - N option), then use this command:
$GLOBUS_LOCATI OV bi n/ gl obus-rls-adnmin -p rlsn://serverhost

Security Considerations

Security recommendations include:

e Dedicated User Account: It isrecommended that users create a dedicated user account for installing and running
the RLS service (e.g., gl obus asrecommended in the general GT installation instructions). This account may be
used to install and run other services from the Globus Toolkit.

» Key and Certificate: It isrecommended that users do not use their hostkey and hostcert for use by the RLS ser-
vice. Create a containerkey and containercert with permissions 400 and 644 respectively and owned by the
gl obus user. Changether | skeyfileandrlscertfil e settingsinthe RLS configureation file
($GLOBUS_LOCATI ON et ¢/ gl obus-r | s-server. conf) to reflect the appropriate filenames.

* LRC and RLI Databases: Users must ensure security of the RLS data as maintained by their chosen database
management system. Appropriate precautions should be made to protect the data and access to the database.
Such precautions may include creating a user account specifically for RLS usage, encrypting database users
passwords, etc.

» RLSConfiguration: It isrecommended that the RLS configuration file
($GLOBUS_LOCATI ON et ¢/ gl obus-r | s-server. conf ) be owned by and accessible only by the dedicated
user account for RLS (e.g., gl obus account per above recommendations). The file contains the database user ac-

count and password used to access the LRC and RLI databases along with important settings which, if tampered
with, could adversely affect the RLS service.

Troubleshooting

Information on troubleshooting can be found in the FAQ [http://www-unix.globus.org/toolkit/rls/fag/].

Usage statistics collection by the Globus Alliance

The following usage statistics are sent by RLS Server by default in a UDP packet:

e Component identifier

» Usage dataformat identifier
» Time stamp

» Source |P address

» Source hostname (to differentiate between hosts with identical private |P addresses)
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* Version number

* Uptime

* LRC serviceindicator

* RLI serviceindicator

*  Number of LFNs

*  Number of PFNs

»  Number of Mappings

*  Number of RLI LFNs

*  Number of RLI LRCs

*  Number of RLI Senders

*  Number of RLI Mappings
*  Number of threads

*  Number of connections
The RLS sends the usage statistics at server startup, server shutdown, and once every 24 hours when the serviceis
running.

If you wish to disable this feature, you can set the following environment variable before running the RLS:

export GLOBUS_USAGE OPTOUT=1
By default, these usage statistics UDP packets are sent to usage- st at s. gl obus. or g: 4180 but can be redirected
to another host/port or multiple host/ports with the following environment variable:

export GLOBUS_USAGE TARGETS="nyhost . mydomai n: 12345 nyhost 2. nydonai n: 54321"
Y ou can aso dump the usage stats packets to stderr as they are sent (although most of the content is non-ascii). Use
the following environment variable for that:

export GLOBUS_USAGE_DEBUG=MESSAGES

Also, please see our policy statement [http://www-unix.globus.org/toolkit/docs/4.0/Usage_Stats.html] on the collec-
tion of usage statistics.
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Appendix A. GT 4.0 RLS: Building and
Installing

This procedure includes the steps required to set up an RLS server. Post setup configuration (tuning the server para-
meters etc) are not included in this document.

Requirements

Y ou need to download and install the following software (follow the links to download):

e Installation of GT 4.0 [http://www-unix.globus.org/toolkit/docs/4.0/admin/docbook/]
» aRelation Database Server (RDBMS) that supports ODBC. We provide instructions for PostgreSQL and
MySQL.
« If you use PostgreSQL [http://www.postgresgl.org], you'll also need psqlODBC [http://gborg.postgresql.org]
(the ODBC driver for PostgreSQL)
e If you use MySQL [http://www.mysgl.com], you'll also need the MyODBC [http://www.mysqgl.com]

(Connector/ODBC) packages. MySQL 'stop level installation directory must be specified. By default these
are assumed to bein $GLOBUS_LOCATION.

» theiODBC [http://www.iodbc.org] package is used to interface to the ODBC layer of the RDBMS. The location
of iODBC and the odbc.ini file must be specified beforeinstalling the RLS server.

Setting environment variables

The following environment variables can be used to override the default locations. These should be set prior to in-
stalling the RLS server.

The location of iODBC and the odbc.ini file must be specified before installing the RLS server. Also if you're using
MySQL itstop level installation directory must be specified. By default these are assumed to bein
$GLOBUS LOCATION.

In addition if you're building from source and wish to build the client Java API (included in the server bundles) you
need to set the path to the Java Development Toolkit (JDK) version 1.4 or later.

Table A.1. RLS Build Environment Variables

Variable Default

GLOBUS_| CDBC_PATH $GLOBUS_LOCATI ON

CDBCI NI $GLOBUS_LOCATI OV var / odbc. i ni
JAVA_HOME none

GLOBUS_MYSQL_PATH $GLOBUS_LOCATI ON (i f using MySQ)

Y ou can use the following commands to set these variables. Y ou only need to set these variablesfor RLSinstalla-
tion, they are not used when running RLS. This document assumes you are using the csh shell or one of its variants,
if you're using sh or something similar (eg bash ) you should change the setenv commands to export variable=value
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* setenv GLOBUS_|I ODBC_PATH $GLOBUS_LOCATI ON

* setenv ODBCINI $GLOBUS_LOCATI ON var/ odbc. i ni

e setenv JAVA HOMVE /usr/jdk/ 1.4

« setenv GLOBUS MYSQL_PATH $GLOBUS_LOCATION # if using MySQL

Installing iODBC

Run the install commands

The following commands were used during RLS development to install iODBC version 3.0.5.

% cd $| ODBCSRC % ./ configure --prefix=$GL.0OBUS_| ODBC_PATH - - di sabl e-gtktest --with-pthreads --disable
--w t h-i odbc-ini di r=$0DBCI Nl DI R % gnake % gnmake install

where:

* $I ODBCSRCisthe directory where you untarred the iODBC sources

* $ODBCI NI DI Risthe directory where you plan to install the odbc. i ni

step.)

Create the odbc.ini file

Createtheodbc. i ni filein $ODBCI NI DI R:

file (which you will create in the next

The contents should include the path to where you intend to install the ODBC driver for your RDBMS (such as

psql odbc. so or | i bmyodbc3. so).

The following is an example that should work with psglODBC. It assumes you will name your LRC and RLI data-

bases! rc1000 and r | i 1000:

[ ODBC Dat a Sour ces]
I rc1000=I rc dat abase
rli1000=rli database

[1rcl1000]

Descri pti on=LRC dat abase
DSN=I r c1000
Servertype=post gres

Ser ver nane=| ocal host

Dat abase=l r c1000

ReadOnl y=no

[rli1000]

Descri ption=RLI database
DSN=r | i 1000

Ser vert ype=post gres

Ser ver nane=| ocal host

Dat abase=r1i 1000

ReadOnl y=no

[ Def aul t]
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Driver =/ pat h/ t o/ psql odbc. so
Por t =5432

Note: You do not need an RLI database if you plan to use Bloom filters for LRC to RLI updates (Bloom filters are
kept in memory), in this case you can omit the RLI entries below.

Bug: psglODBC will not find a Data Source Name (DSN) in the system odbc.ini file SODBCINIDIR/odbc.ini . It
will find DSNs in the user's odbc.ini fileif it exists <$SHOME/.odbc.ini).

One work around isto copy or symlink the system odbc.ini file to each user's home directory. psqlODBC does find
system DSNsin afile called odbcinst.ini , which islooked for in the etc subdirectory where iODBC was installed
$GLOBUS |IODBC_PATH/etc/odbcinst.ini . So another option besides creating user .odbc.ini filesisto copy or
symlink the system odbc.ini file to $GLOBUS |ODBC_PATH/etc/odbcinst.ini . Someone who understands this bet-
ter may have a better answer.

Changing how clients connect to the server (for MySQL only)

If you're using MySQL and have changed how MySQL clients connect to the MySQL server in my.cnf (eg the port
number or socket name) then you should set option to 65536 inodbc. i ni  for each database. Thistells MyODBC
to read the client section of ny. cnf to find the changed connection parameters.

rc1000] option

[ 65536
[r1i1000] option

65536

Installing the relational database

We include instructions for both PostgreSQL (the section called “Using PostgreSQL”) and MySQL (the section
caled “Using MySQL ).

Using PostgreSQL

If your relational database of choiceis PostgreSQL, you need to install and configure both PostgreSQL and psglOD-
BC (the ODBC driver for PostgreSQL ) as follows:

Installing PostgreSQL

Running the install commands
The commands used to install Postgres 7.2.3 on the RL S devel opment system were as follows.
% cd $POSTGRESSRC % ./ configure --prefix=$G.0OBUS_LOCATI ON % grmake % gmake install
$POSTGRESSRC is the directory where the PostgreSQL source was untarred.
Initializing PostgreSQL
Initialize PostgreSQL and start the server by running:

initdb -D /path/to/postgres-datadir
postnaster -D /path/to/ postgres-datadir -i -0 -F

The- o - F flagsto postmaster disablef sync() calls after transactions (which, although it improves performance,
raises the risk of DB corruption.)

Creating the user and password

Create the database user (in our example, called dbuser ) and password that RL S will use:

creat euser -P dbuser
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Important: Be sure to do periodic vacuum and anal yze commands on all your Postgres databases. The Postgres
documentation recommends doing this daily from cr on. Failure to do this can seriously degrade performance, to the
point where routine RLS operations (such as LRC to RLI softstate updates) timeout and fail. Please see the Postgres
documentation for further details.

Installing psqlODBC

Install psglODBC by running the following commands (the following commands were used to install psqiODBC
7.2.5):

% cd $PSQLODBCSRC

% set env CPPFLAGS -1 $(1 ODBC_| NSTALLDI R) /i ncl ude

% ./configure --prefix=$GLOBUS_LOCATI ON - - enabl e- pt hr eads
% gmake

% gmeke install

where $PSQLODBCSRC is the directory where you untarred the psglODBC source.

Note: The configure script that comes with psqlODBC supportsa- - wi t h-i odbc optionl. However whenthe RLS
developers used thisit resulted in RLS servers with corrupt memory that would dump core while opening the data-
base connection. It seemsto work fine (with iODBC) without this option.

Y ou can now continue to instructions for Installing the RLS Server. See the section called “Installing the RLS Serv-
er.

Using MySQL

If your relational database of choiceis MySQL, you'll need to install and configure both MySQL and the MyODBC
(Connector/ODBC) packages as follows:

Installing MySQL

Once you've installed and configured MySQL you must start the database server and create the database user/
password that RLS will use to connect to the database.

Starting database server

Start the database server by running:

nysql d_safe [--defaults-file path to your ny.cnf file ]
Creating the user and password

To create the database user and password that RLS will use you must run the MySQL command line tool mysql ,
and specify the following commands.

nysql > use nysql;
nysql > grant all on Ircl1000.* to dbuser @ocal host identified by 'dbpassword';
nysql > grant all on rlil000.* to dbuser @ocal host identified by 'dbpassword';

These commands assume the username you will create for RLSisdbuser with password dbpasswor d , and the
database(s) you will create for your LRC and/or RLI server arel r c1000 andr ! i 1000.

Creation of the LRC and/or RLI databases is covered below in the section called “ Configuring the RLS Database”.
Installing MyODBC
Recommended Version: 3.51.06

These instructions assume that iODBC was installed in $GLOBUS_LOCATI ON, this may be changed by changing the
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--with-iodbc-includes and --with-iodbc-libs options.
install commands

Install MyODBC in $GLOBUS_LOCATI ON (you may choose a different directory if you wish, by changing the -
-prefix option to configure below.):

% cd $MYODBCSRC
% ./configure --prefix=$G.OBUS_LOCATI ON
--with-nysql -1 bs=$GLOBUS_MYSQL_PATH' | i b/ nysq|l

--with-nysql -incl udes=$GLOBUS_MYSQL_PATH i ncl ude/ nysql
--with-iodbc-incl udes=$G.OBUS_LOCATI ON/ i ncl ude
--with-iodbc-1ibs=$GLOBUS_LOCATION/ | ib
--wi t h-odbc-ini =30DBCI NI DI R

% gmake

% gmeke install

where:

*  $MYODBCSRC isthe directory where you untarred the MyODBC sources.

* $ODBCI NI DI Risthe directory where you created the odbc.ini file.

Bug: Thereisabugin MyODBC version 3.51.05 and earlier. The debug code is not thread safe, and the RL S server
will get a segmentation violation and die if this code is enabled. In versions 3.51.05 and later the debug code can be
disabled with the configure option - - wi t hout - debug. In earlier versionsit is disabled by defining DBUG_OFF, as
in the following example:

setenv CFLAGS - DBUG_OFF

Y ou can now continue to instructions for installing the RLS Server. See the section called “Installing the RLS Serv-
a.”

Installing the RLS Server

Download the appropriate bundle. RLS isincluded as part of the Globus Toolkit bundle. See the Globus Toolkit De-
velopment Downl oads [ http://mww-unix.globus.org/tool kit/downl oads/devel opment/] for alisting of available soft-
ware.

Note: When using these bundles, RLS will not be built by the installer script unless the environment variable GLO-
BUS IODBC _PATH isset.

RLSisinstalled as a part of the standard install. For basic installation instructions, see the Installation Guide
[http://Iwww-unix.globus.org/tool kit/docs/4.0/admin/docbook/]

Configuring the RLS Database

RLS server configuration is specified in $GLOBUS_LOCATI OV et ¢/ gl obus-r| s-server. conf, please seethe
main page globus-rls-server(8) for complete details. Some of the configuration options (such as database user/
password) are mentioned below.

Creating a user and password

Create a database user that the RLS server will use to connect to the DBMS.

The database user and password you pick must be specified in the RLS server configuration file, as well as the name
of the database(s) you will create (see below).

db_user dbuser
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db_pwd dbpassword
Irc_dbnanme [rcl000 # optional (if LRC server)
rli_dbnane rli1000 # optional (if RLI server)

Choosing database for RLS server

Decide which database(s) the RLS server will use (and that you will create in step ?):

e IftheRLS server isalocal Replica Catalog (LRC) server you will need to create the LRC database.
» If the server isaReplica Location Index (RLI) server, you may need to create a RL| database.
An RLI server can receive updates from LRC serversin one of two forms, as LFN lists (in which case the RLI data-

base must be created), or highly compressed Bloom filters. Since Bloom filters are so small, they are kept in
memory and no database is required. An RLS server can be configured as both an LRC and RLI server

Configuring database schema
Configure the schemafile(s) for the database(s) you will create.

GT 4.0 installed the schema files for the LRC and RLI databasesin $GLOBUS_LOCATI ON/ set up/ gl obus.
For PostgreSQL, use:

» globus-rls-Irc-postgres.sql

» globus-rls-rli-postgres.sql
For MySQL , use:

* globus-rls-lrc-mysgl.sql
» globus-rls-rli-mysgl.sql

Edit these files to set the name of the database user you created for RLS, and the names of the databases configured
in $GLOBUS_LOCATI ON/ et ¢/ gl obus-r | s-server. conf.

By default the database user is dbuser , the LRC database name is 1rc1000 and the RLI database name is rli1000.
Creating the database(s)

Create the database(s) with the following commands (note once again that you do not need to create an RLI database
if you are configuring an RL1 server updated by Bloom filters):

For PostgreSQL, run:

createdb -O dbuser -U dbuser
createdb -O dbuser -U dbuser
psql -W-U dbuser -d |rcl000
psql -W-U dbuser d rlil000

I rc1000
rli 1000
$GLOBUS_LOCATI OV set up/ gl obus/ gl obus-rls-1rc-postgres. sql
$GLOBUS_LOCATI ON set up/ gl obus/ gl obus-rls-rli-postgres. sql

W
W
f

f
For MySQL, run:

nysql -p -u dbuser < $GLOBUS_LOCATI ON set up/ gl obus/ gl obus-rls-1rc-nysql . sql
nmysgl -p -u dbuser < $GL.OBUS_LOCATI ON set up/ gl obus/ gl obus-rls-rli-nysql.sql
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Configuring the RLS Server

Review the server configuration file $GLOBUS_LOCATI ON/ et ¢/ gl obus-r| s-server. conf and change any op-
tions you want. The server man page globus-rls-server(8) has complete details on al the options.

A minimal configuration file for both an LRC and RLI server would be:

# Configure the database connection info
db_user dbuser
db_pwd dbpassword

# If the server is an LRC server
lrc_server true
I rc_dbname |rc1000

# |If the server is an RLI server
rli_server true
rli _dbname rli 1000 # Not needed if updated by Bloomfilters

# Configure who can neke requests of the server
acl .*: all

# RE matching grid-mapfile users or DNs from x509 certs

The server uses a host certificate to identify itself to clients. By default this certificate islocated in the files/
etc/grid-security/hostcert.pem and /etc/grid-security/hostkey.pem . Host certificates have a distinguished name of the
form /CN=host/ FQDN . If the host you plan to run the RLS server on does not have a host certificate, you must ob-
tain one from your Certificate Authority. The RLS server must be run as the same user who owns the host certificate
files (typically root). The location of the host certificate files may be specified in

$GLOBUS LOCATION/etc/globus-rls-server.conf :

rlscertfile path-to-cert-file # default /etc/grid-security/hostcert.pem
rl skeyfile path-to-key-file # default /etc/grid-security/hostkey.pem

It is possible to run the RLS server without authentication, by starting it with the -N option, and using URL's of the
form rlsn://server to connect to it. If authentication is enabled RLI servers must include acl configuration options
that match the identities of LRC serversthat update it, that grant the rli_update permission to the LRCs.

Starting the RLS Server

Start the RLS Server by running:
$G.OBUS_LOCATI OV shin/ SXXrls start

Notes on RLS Initialization

Please be advised (and advise other users responsible for bringing up the RLS) that the startup initialization may
take afew minutes before the RLS may be accessible. Theinitialization involves two key operations that may con-
sume significant resources causing the server to appear temporarily unresponsive. Users of RLS may mistakenly as-
sume that RLS failed to startup and may kill the server and start over. Some users may fall into thisin arepeated
cycle, believing that the RLS is unable to startup properly.

If the RLS is configured to send compressed updates (Bloom filters) to other RLIs, the RLS startup will involve ini-
tialization of the Bloom filter representing the current contents of the local replica catalog (LRC). Thisstepisapre-
requisite before any additional operations may be allowed, therefore no client connections are permitted until the ini-
tialization is complete. In our test environment, we have seen over 30 seconds delay due to creation of the Bloom
filter corresponding to 1 million LFN names on a system with Dual 1 GHz CPU and 1.5 GB RAM. Y ou may experi-
ence greater delays at larger scales and/or when running RLS with more limited system resources.

If the RLS is configured to send uncompressed updates (LFN lists) to other RLIs, the RLS startup will not involve
any additional initialization delay, however, the RLS will spawn an initial full catalog update to all RLIs it updates.
Though these updates will take place on separate threads of execution after the initialization of the system, they will
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consume a great amount of processor activity. Depending on the volume of the local replica catalog (LRC), this pro-
cessor activity may initially interfere with a client operation. In our test environment, we have seen our initia "glo-
bus-rls-admin ping..." operation.

may suffer adelay and timeout in 30 seconds, the second "ping" may delay for afew seconds but will successfully
return, and the third and every subsequent "ping" operation will successfully return immediately throughout the dur-
ation of the update. The system exhibits the same behavior for any other client operation, such asa"globus-ris-cli
guery..." operation.

Stopping the RLS Server

Stop the RLS Server by running:
$GELOBUS_LOCATI OV shi n/ SXXrl's stop

Configuring the RLS Server for the WS MDS Index Service

The server package includes aprogram called gl obus-r 1 s-reporter that will report information about an RLS
server to the WS MDS Index Service. Use this procedure to enable this program:

1. ToenableIndex Service reporting, add the contents of the file
$GLOBUS_LOCATI OV set up/ gl obus/rls-1dif.conf tothe WSMDS Index Service configuration file;
$G.OBUS_LOCATI ON/ et c/ grid-info-resource-|dif.conf

2. If necessary, set your virtual organization (VO) namein
$GLOBUS_LOCATI ON set up/ gl obus/rl s-1di f.conf Thedefault valueisl ocal . The VO nameisrefer-
enced twice, on the lines beginning dn: and ar gs: .

3. Youmust restart your MDS (GRIS) server after modifying
$CLOBUS_LOCATI ON et ¢/ gri d-i nf o-resoruce-1dif. conf, you can use the following commands to do
SO:

$GLOBUS_LOCATI OV shi n/ SXXgri s stop
$G.OBUS_LOCATI OV shi n/ SXXgris start

Redhat 9 Incompatibility

This note applies to Redhat 9 but could also apply to other Linux distributions.
There have been occurences of RLS servers hanging on Redhat 9 systems.

The external symptoms are:

1. The server does not accept new connections from clients, with an error message similar to:

connect (rls:// XXXXX): gl obus_r

( y Is_client: 10 timeout:
gl obus_i o_tcp_regi ster_connect (

s

) timed out after 30 seconds

2. Often, the server continues to receive and send updates as configured and respond to signals. Y ou can check
this by querying other serversthat interact with the one that's hung. Under gdb: All the server threads are wait-
ing to be signaled on a condition variable. Sometimes, thisisin gl obus_i o functions, particularly in gl o-
bus_i o_cancel ().

Probable cause
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This seems to be due to a problem in the new kernel and thread libraries of Redhat 9. A problemin
pt hread_cond_wai t () causes threads not to wake up correctly.

This problem has been seen with the following kernels and glibc packages:
* Kernels:

e 24.20-30.9

« 24208
e glibc:

o glibc-2.3.2-27.9.7

Suggested workaround

The problems don't seem to arise when RLS is linked with older pthread libraries. This can be done as by adding a
couple of linesto the RLS startup script in $G.OBUS_LOCATI ON sbi n/ SXXr | s, as shown:

<--- START --->
#!/ bi n/ sh

GLOBUS_LOCATI ON=/ opt / gt 3. 2
MYSQL=/ opt / nmysq|

| ODBC=/ opt /i odbc

export GLOBUS_LOCATI ON
#Redhat 9 wor kar ound

LD ASSUME_KERNEL=2.4. 1

export LD _ASSUVE_KERNEL
<--- END --->

On 586 systems, set:
LD _ASSUME_KERNEL=2. 2.5
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