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GT 4.2.0 CoG jGlobus: System Administrator's Guide

Introduction

This guide contains installation and configuration information for system administrators installing CoG jGlobus (known
outside of GT as the Java CoG Kit). It explains how to install, configure and test the installation.

Important

This information is in addition to the basic Globus Toolkit prerequisite, overview, installation, security config-
uration instructions in the Installing GT 4.2.0. Read through this guide before continuing!
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Chapter 1. Building and installing
Java CoG Kit is distributed as part of a default GT 4.2.0 installation. For basic installation instructions, see the Installing
GT 4.2.0. No extra installation steps are required for this component.

The following are optional instructions for more advanced types of installations. These are for those advanced users
who want to build the latest code from CVS or are just interested in the Java CoG Kit.

1. Building from source
Obtain the source code for Java CoG Kit:1.

From CVS. 

1. To get the latest source from CVS execute:

 cvs -d :pserver:anonymous@cvs.globus.org:/home/dsl/cog/CVS \
     checkout jglobus

2. Change into the jglobus directory.

 cd jglobus

From source distribution. 

1. Untar or unzip the distribution archive.

 tar xvfz cog-XXX-src.tar.gz

2. Change into the unpacked distribution directory.

 cd cog-XXX

Run:

 ant all

2.

2. Installing binary distribution
Untar or unzip the distribution archive.

 tar xvfz cog-XXX-tar.gz

1.

Change into the unpacked distribution directory.

 cd cog-XXX

2.
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Set the COG_INSTALL_PATH environment variable to the unpacked distribution directory.

On Windows:

 set COG_INSTALL_PATH=c:\cog-1.2

3.

On Unix/Linux:

 setenv COG_INSTALL_PATH /soft/cog-1.2/

or

 export COG_INSTALL_PATH=/soft/cog-1.2/
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Chapter 2. Configuring
In general no extra configuration is required to use GSI Java. However, in certain cases additional configuration might
be required. The GSI Java configuration file (based on Java CoG Kit) is placed in $HOME/.globus/cog.proper-
ties on Unix/Linux machines or %USERPROFILE%\.globus\cog.properties on Windows machines.

1.Trusted Certificates Location
Trusted certificates can be configured as described below and are loaded in the specified order:

1. Property cacerts in configuration file cog.properties file can be used to set the trusted certificates. The value
of the property is a list of comma-separated CA certificates or directories of certificates. Example:

   cacert = /home/gawor/MyCaCert.pem, /etc/grid-security/certificates/

If a directory is specified in the list, all certificate files within that directory with .<digit> extension will be loaded.

2. The system property X509_CERT_DIR can be used to configured trusted certificates. It is used if the cog.prop-
erties file is not found or the cacert property is not set

3. Trusted certificates can be placed in ${user.home}/.globus/certificates directory. If system property
is not set, this location is checked.

4. The certificates can be placed in /etc/grid-security/certificates directory. This directory is checked
on Unix/Linux machines if certificates are not found as described in previous steps.

If one of the above directories with certificates is found, all the certificates in that directory will be loaded and used.
If no directory is found, GSI Java will not work.

2. Signing Policy Location
Signing policies are read in from the same directory as trusted certiricates. All files with <caHash>.signing_policy in
the same directory as trusted certificates are loaded for processing. By defaul signing policies are required and enforced.

Signing policy enforcement can be disabled by setting a system property java.security.gsi.signing.policy
to "no" or "false".

Details on signing policy grammar support is outlined here1

3. User Certificate Location
User certificate can be configured as described below and an attempt is made to find the file in the order specified:

1. Location of the file can be specified as value of property usercert in configuration file cog.properties

2. Location of the user certificate can be set as value of environment variable X509_USER_CERT. This property
is used if cog.properties file is not configured or the usercert property is not specified in the file.

1 http://dev.globus.org/wiki/Signing_Policy
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3. The certificate can be placed in default location ${user.home}/.globus/usercert.pem. If none of the
above configuration is found, the library defaults to this location.

4. User Private Key Location
User private key can be configured as described below and an attempt is made to find the file in the order specified:

1. Location of the file can be specified as value of property userkey in configuration file cog.properties

2. Location of the user private key can be set as value of environment variable X509_USER_KEY. This property
is used if cog.properties file is not configured or the userkey property is not specified in the file.

3. The private key can be placed in default location ${user.home}/.globus/userkey.pem. If none of the
above configuration is found, the library defaults to this location.

5. Proxy file Location
Proxy file can be configured as described below and an attempt is made to find the file in the order specified:

1. Location of the file can be specified as value of property proxy in configuration file cog.properties

2. Location of the proxy can be set as value of environment variable X509_USER_PROXY. This property is used
if cog.properties file is not configured or the proxy property is not specified in the file.

3. If the above configuration is not used, then the library looks for proxy in default location using the following
rules:

• If a UID system property is set, and running on a Unix/Linux machine it returns /tmp/x509up_u${UID}.

• If on any other machine than Unix/Linux,it returns ${tempdir}/x509up_u${UID}, where tempdir is a
platform-specific temporary directory as indicated by the java.io.tmpdir system property.

• If a UID system property is not set, the username will be used instead of the UID. That is, it returns ${temp-
dir}/x509up_u_${username}

6. Public IP address
Sometimes, especially on machines with DHCP enabled, the local IP address of the machine might be incorrectly de-
tected by Java or the wrong non-public IP address might be used if behind a NAT router or on VPN. To configure the
public IP address used by GSI Java, add the following line to the configuration file:

ip=<current ip>

This has the same effect as setting the GLOBUS_HOSTNAME environment property or Java system property.

7.TCP Port Range
Sometimes it is necessary to restrict the listening port numbers that Java CoG Toolkit will use. To set the port range
in the configuration file, just add the following line:

tcp.port.range=<min>,<max>

This has the same effect as setting the GLOBUS_TCP_PORT_RANGE environment property or Java system property.

4
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Chapter 3. Deploying
This section does not apply to the Java CoG Kit.
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Chapter 4.Testing
There are no tests to test the Java CoG installation. However, the unit tests are available with the source distribution.
Since some of the unit tests rely on GT2 services to be running, first make sure that they are running ok. Also, you
will need to configure the tests (look for various test.properties files) in the source distribution with the appro-
priate information (for example the right service port, hostname, etc.). Finally, to run the tests do:

ant test

6
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Chapter 5. Security considerations
1. Security considerations for CoG jGlobus

1.1. Functions that execute an external program
Under some circumstances, the org.globus.util.Util.setFilePermissions() and the org.glo-
bus.util.ConfigUtil.getUID() functions execute an external program; thus, its behavior is influenced by
environment variables such as the caller's PATH and the environment variables that control dynamic loading. Care
should be used if calling these functions from a program that will be run as a Unix setuid program, or in any other
manner in which the owner of the Unix process does not completely control its runtime environment.

1.2. Permissions of proxy files
Since Java does not provide an API for setting the permissions of a file, the Java CoG Kit will attempt to execute the
/bin/chmod program in the background to set the permissions of the given file. If that program cannot be executed
for any reason or fails to execute correctly, a proxy file might end up with incorrect file permissions (depending on
umask setting). Usually a warning will be displayed if that occurs (especially on Windows since /bin/chmod is
not supported on that platform).
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Chapter 6.Troubleshooting
Please see the FAQ1 and the web page2 for any problems concerning Java CoG Kit. Also, you can send email describing
your problem to the java@globus.org3 mailing list (must subscribe first4) or search for the problem in the archives5.

1 http://www.globus.org/cog/distribution/1.2/FAQ.TXT
2 http://www.globus.org/cog/java/
3 mailto:java@globus.org
4 http://www.globus.org/subscriptions.php
5 http://www.globus.org/mail_archive/java/threads.html
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1. Component Overview
Java CoG Kit (JGlobus API, also referred to as GSI Java) provides a client-side API to the GT2-based services such
as GRAM, GASS, and MDS. It also provides a client-side API for GridFTP, MyProxy and has extensive GSI support.
Please see the Java CoG Kit1 for more information.

2. Feature Summary
Features new in release GT 4.2.0:

• Added support for partial 3rd party transfers to the UrlCopy library.

• Added support for SelfHost authorization method.

Other Supported Features

• Support for Globus legacy, pre-draft, and RFC 3820 proxy formats

• GT2 GRAM client library

• GT2 MDS client library

• GridFTP client library

• GT2 GASS library

• MyProxy client library

Deprecated Features

• None.

1 http://www.globus.org/cog/java/
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3. Summary of Changes in CoG jGlobus
The following changes have occurred for CoG jGlobus since the last stable release, 4.0.x:

• Added support for signing policy.

• Changed CRL validation to raise an exception when expired CRLs are detected.

• Changed default proxy credential generated to be RFC 3820 compliant. Support for legacy, draft compliant and
RFC 3820 remains as it was.

• Support for partial 3rd party transfers to the UrlCopy library.

• Added support for SelfHost authorization method.

• Improved handling of SSLv2 client hello messages.

• Optimized obtaining a default credential using the GSSAPI.

• Optimized CA certificate and CRL file refresh functions.

• Added error codes to all error messages generated by the GSI library.

• Updated 3rd party libraries:

• BouncyCastle 1.31

• Apache Log4j 1.2.13

• Apache Commons Logging 1.1

4. Bug Fixes
The following bugs were fixed for Java CoG Kit:

• Bug 4414:2 Clarify lifetime parameter in myproxy documentation

• Bug 4323:3 Public utility method to read X.509 certificate string

• Bug 4733:4 [patch] try all myproxy server addresses

• Bug 4806:5 set MyProxy lifetime to 12 hours by default

• Bug 4842:6 Incorrect default ports used in ServiceURL

5. Known Problems
The following problems and limitations are known to exist for the JavaCoG Kit at the time of the 4.2.0 release:

2 http://bugzilla.globus.org/globus/show_bug.cgi?id=4414
3 http://bugzilla.globus.org/globus/show_bug.cgi?id=4323
4 http://bugzilla.globus.org/globus/show_bug.cgi?id=4733
5 http://bugzilla.globus.org/globus/show_bug.cgi?id=4806
6 http://bugzilla.globus.org/globus/show_bug.cgi?id=4842
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5.1. Limitations
• None.

5.2. Known Bugs
• Bug 1056:7 FTP client in extended block mode after receiving EODC does not wait for EOD on the same channel

• Bug 2277:8 GridFTPClient bug Parallel, Passive, EBlockImageDCReader does not receive EOF

• Bug 2345:9 Allow for a way to set cert and key location using environment variables

• Bug 2413:10 A rare decrypt error

• Bug 3299:11 Extended Key Usage certificate extension not supported

• Bug 4304:12 Class does not represent an RSA key

6.Technology Dependencies
The Java CoG Kit depends on the following 3rd party software:

• PureTLS13

• BouncyCastle14

• Cryptix15

• Log4j16

• Commons Logging17

7. Supported Platforms
Java CoG Kit should work on any platform that supports J2SE 1.3.1 or higher.

Tested Platforms for Java CoG Kit:

• Linux (Debian 3.1)

• Windows XP

• Solaris 9

7 http://bugzilla.globus.org/globus/show_bug.cgi?id=1056
8 http://bugzilla.globus.org/globus/show_bug.cgi?id=2277
9 http://bugzilla.globus.org/globus/show_bug.cgi?id=2345
10 http://bugzilla.globus.org/globus/show_bug.cgi?id=2413
11 http://bugzilla.globus.org/globus/show_bug.cgi?id=3299
12 http://bugzilla.globus.org/globus/show_bug.cgi?id=4304
13 http://www.rtfm.com/puretls/
14 http://www.bouncycastle.org/
15 http://www.cryptix.org/
16 http://jakarta.apache.org/log4j/
17 http://jakarta.apache.org/commons/logging/
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Tested JVMs for Java CoG Kit:

• Sun JVM18 1.4.2, 1.5.0, and 1.6.0 RC

• IBM JVM19 1.3.1, and 1.4.2

JVM notes:

• GCJ20 is not supported.

8. Backward Compatibility Summary
Protocol changes since GT version 4.0.x:

• None.

API changes since GT version 4.0.x:

• The default port number of the HTTPS URL protocol handler was changed to 443 (from 8443) to comply with the
standard.

Schema changes since GT version 4.0.x:

• None.

9. Associated Standards
Associated standards for Java CoG Kit:

• RFC 95921 FTP

• RFC 225122 LDAP

• RFC 222223 SASL

• RFC 285324 GSSAPI: Java Bindings

• RFC 382025 Proxy Certificates

• RFC 281826 TLS

10. For More Information
Please see CoG JGlobus for more information or see the API documentation27.

18 http://java.sun.com/j2se/
19 http://www-106.ibm.com/developerworks/java/jdk/
20 http://gcc.gnu.org/java/
21 http://www.faqs.org/rfcs/rfc959.html
22 http://www.faqs.org/rfcs/rfc2251.html
23 http://www.faqs.org/rfcs/rfc2222.html
24 http://www.faqs.org/rfcs/rfc2853.html
25 http://www.faqs.org/rfcs/rfc3820.html
26 http://www.faqs.org/rfcs/rfc2246.html
27 http://www-unix.mcs.anl.gov/~gawor/jglobus-nightly/HEAD/javadoc/
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